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most relevant and influential content of geology and engineering sciences to our community.

KaszakcmaH Pecniybnukacel ¥immbiK fbliibiM akademusicbl "KP ¥FA Xabapnapbi. [eonozausi xoHe
MmexHUKarbIK FbiribiMOap cepusicbl” fbinbIMU XKypHanbiHbiH Web of Science-miH xaHanaHfFaH Hyckachl
Emerging Sources Citation Index-me uHOekcmernyze KabbindaHraHblH xabapsaldel. byn uHdekcmerny
b6apbiceiHOa Clarivate Analytics komnaHusicel XypHandel odaH opi the Science Citation Index Expanded,
the Social Sciences Citation Index xeHe the Arts & Humanities Citation Index-ke kabbinday maceneciH
Kapacmbipyda. Webof Science sepmmeywinep, aesmopnap, 6acnawhbinap MeH MekeMmesriepee KOHmMeHm
mepeHdiei MeH canacbiH ycbiHalbl. KP YFA Xabapnapbi. [eonoeusi XeHe MeXHUKasbIK fblibiMOap
cepusicbl Emerging Sources Citation Index-ke eryi 6i30iH KoramOacmbiK YWiH eH e3ekmi xoHe 6edesnodi
2e0/102Us1 XKoHe mexHUKarbIK FbliibiMOap 6olbiHWa KoHmeHmke adanobifbiMbi30bi 6indipedi.

HAH PK coobuwaem, 4mo HayuyHbll xypHan «Mseecmuss HAH PK. Cepusi 2eonoauu U mexHu4eckux
Hayk» 6bin npuHsam 0ns uHlekcuposaHusi 8 Emerging Sources Citation Index, o6HoeneHHol eepcuu Web
of Science. CodepxaHue 8 amom UHOeKcuposaHUU Haxodumcsi 8 cmaduu pacCMOMmpeHUs: KoMmrnaHuel
Clarivate Analytics Ons OanbHelweao npuHsmus xypHana e the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kadyecmeo u eanybuHy KoHmeHma Ons uccriedosamesiel, asmopos, u3damesiell U y4pexoeHudl.
BkriroueHue Uzsecmusi HAH PK. Cepusi eeonozuu u mexHudeckux Hayk 8 Emerging Sources Citation
Index demoHCmMpupyem Hawy rnpueepXxeHHoCcMb K Hauboriee akmyarnbHOMY U 8/IUSIMEsIbHOMY KOHMeHmy
10 2e0/102UU U MeXHU4YeCKUM Haykam Oris Hauleeo coobwecmsa.



bacpengakTtops
3. . 1., mpodeccop, KP ¥FA akanemuri
HN.K. BeiicembeToB
Bac penakTopbIHBIH OpBIHOACAPHI
Koaraes I'.K. npod., reosr.-MuH. F. TOKTOPHI
Pegaxnous ankKacs

AbaxanoB T./. mpod. (KazakcTtan)

Abumesa 3.C. npod., akagemuk (Kazakcran)
Ara6exkosB B.E. akanemuxk (benapycs)

Aaues T. npod., akagemuk (O3ipOaiikan)
Bakupos A.B. pod., (Keipreizcran)

Becnae X.A. npod. (Kazakcran)

Bumum6aes B.K. npod., akagemuk (Kazakcran)
BykrykoB H.C. mpod., akagemuk (Kasakcran)
Byaar A.®. poo., akagemuk (YkpanHa)

I'anues U.H. ipod., akanemuk (ToxikcTaH)
I'paBuc P.M. npod. (AKLL)

Epranmues I'.K. npod., akanemuk (Kazakcran)
Kykos H.M. npoo. (Kazaxcran)

KoxaxmeroB C.M. nipod., akagemuk (Kazaxcran)
KonTopoBuu A.J. nmpod., akanemuxk (Peceit)
KypckeeB A.K. npod., akagemuk (Kazakcran)
Kypuasos A.M. nipo., (Peceit)

Meney A.P. npod., akanemuk (Kazakcran)
MyxamemxanoB M.A. nipod., kopp.-mymieci (Kazakcran)
HurmatoBa C.A. npod. (Kazakcran)

O3n0eB C.M. ipod., akanemuk (Kazakcran)
IocToaaruii B. npod., akagemux (MosoBa)
Pakunmes B.P. npod., akagemuk (Kazakcran)
CeiitoB H.C. npod., kopp.-mymeci (Kazakcran)
CeiitmypaToBa I.1O. nipod., kopp.-mymieci (Kazakcran)
Crenanen B.I'. mpod., (I'epmanwst)

Xampepu Tx. . npod. (AKLI)

ITeiinep M. npod. (I'epmanus)

«KP ¥T' A Xa6apaapsbl. ['eosiorust moHe TeEXHMKAJBIK FbUIBIMAAP CEPUACHD».

ISSN 2518-170X (Online),

ISSN 2224-5278 (Print)

Menmrikrenytmi: «Ka3akctan PecyOnikaceiHbH ¥ ATTHIK FRUIBIM akagemisice» PKB (Anmarts! K. ).

Kazakcran pecryOnuKachiHBIH MoJIGHHET TeH akmapar MHUHHUCTDIITiHIH AKHapaT j>KOHEe MyparaT KOMHTETIHIEe
30.04.2010 »x. Oepinren Ne10892-7K mep3imIiik 0aCbUIBIM TipKeyiHe KOWBLTY Typajibl KyalliK.

Mep3imainiri: ®KbuisiHa 6 peT.
Tupaxsr: 300 nanHa.

Penaxiusaneig mekerxkaipl: 050010, Anmats K., [lleBuenko ker., 28, 219 6e., 220, Ten.: 272-13-19, 272-13-18,
http://www.geolog-technical.kz/index.php/en/

© Kazakcran PecryOnukachHbIH ¥ ATTHIK FRUTBIM akaneMusichl, 2020

Pepaxmmsaaerr  Kasaxcran, 050010, Anmarsr k., Kaban6aii 6aTsip kerr., 69a.
MEKEHKaNbI: K. H. CorbaeB aThIHAAFBI T€OJOTHS FRUTBIMAAP HHCTUTYTHL, 334 6emme. Tem.: 291-59-38.

Tunorpagusasiy Mexerkaiibl: «NurNaz GRACE», Anmars! K., PeickyioB kem., 103.




I'maBHBIH penakToOD
I. 9. H., ipodeccop, akanemuk HAH PK
. K. Beiicem0eToB
3aMecTUTENb II1aBHOTO peAAaKTOpa
Koaraes I'.2K. pod., TOKTOp Te01.-MHUH. HAYK
PenakuuoHHas KONNETr U

AbaxanoB T./l. mpod. (Kazaxcran)

Aoumesa 3.C. pod., akagemuk (Kazaxcran)
Ara6exoB B.E. akanemuk (benapych)

Aaues T. npod., akagemuk (AzepOaiimkaH)
Bakupos A.B. mpod., (Keipreizcran)

Becnae X.A. npod. (Kazaxcran)

Bummm6aes B.K. npod., akagemuk (Kazaxcran)
BykrykoB H.C. mpog., akagemuk (Kazaxcran)
Byaar A.®. poo., akagemuk (YkpaunHa)

I'anues U.H. npoo., akanemuk (TamkuKucTan)
I'paBuc P.M. nipoo. (CILIA)

Epranmues I'.K. npod., akanemuk (Kazaxcran)
Kykos H.M. npoo. (Kazaxcran)

KoxaxmeroB C.M. nipod., akagemuk (Kazaxcran)
KonTopoBuu A.J. npod., akanemuk (Poccus)
KypckeeB A.K. npod., akanemuk (Kazaxcran)
KypuagoB A.M. nipod., (Poccus)

Meney A.P. npod., akanemuk (Kazaxcran)
MyxamemxanoB M.A. nipod., 4i.-kopp. (Kazaxcran)
HurmatoBa C.A. npod. (Kazaxcran)

O3poeB C.M. nipod., akagemuk (Kazaxcran)
MocTtoaaruii B. mpod., akanemuk (MoiioBa)
Pakumes B.P. npod., akagemuk (Kazaxcran)
CeutoB H.C. mpoo., wi.-xopp. (Kazaxcran)
CeiitmypaToBa 3.10. nipod., un.-kopp. (Kazaxcran)
Crenanen B.I'. mpod., (I'epmanwst)

Xampepu Tx. . npod. (CLIA)

ITeiinep M. npod. (I'epmanus)

«HM3BecTusi HAH PK. Cepusi reo/ioruu U TEXHUYECKHX HAYK».

ISSN 2518-170X (Online),

ISSN 2224-5278 (Print)

CoOcrBenHuk: PecnyOnmkanckoe oOmiectBeHHoe oObeanHeHne «HamuwoHnaneHas axajgemus Hayk PecrmyOnuxu
Kazaxcran (r. AnMartsr)

CBHUIETENBCTBO O NOCTAHOBKE HA y4YeT IEPHOANYECKOro IedaTHOro u3nanus B Komurere mHpOpMaLuy U apXuBOB
MunucreperBa KyapTypbl 1 uHpopmarmn Pecrryonmkn Kazaxcran Ne10892-7K, sernannoe 30.04.2010 .

ITeproangaaOCTE: 6 pa3 B rof
Tupax: 300 sK3eMIUIApOB

Anpec pegakauu: 050010, T. Anmarsl, yiu. Llleuenko, 28, kom. 219, 220, Tten.: 272-13-19, 272-13-18,
http://nauka-nanrk.kz /geology-technical.kz

© HammonaneHas akanemust Hayk Pecry6imkn Kazaxcran, 2020

Anpec penakuuu: Kazaxcran, 050010, r. Aimvartsr, yin. Kaban6aii 6ateipa, 69a.
Wnctutyt reonornueckux Hayk um. K. . CarnaeBa, komnara 334. Ten.: 291-59-38.

Anpec tunorpadun: «NurNaz GRACE», r. Anmartsl, yi. Prickynosa, 103.




Editor in chief
doctor of Economics, professor, academician of NAS RK
I. K. Beisembetov
Deputy editor in chief
Zholtayev G.Zh. prof., dr. geol-min. sc.
Editorial board:

Abakanov T.D. prof. (Kazakhstan)

Abisheva Z.S. prof., academician (Kazakhstan)
Agabekov V.Ye. academician (Belarus)

Aliyev T. prof., academician (Azerbaijan)

Bakirov A.B. prof., (Kyrgyzstan)

Bespayev Kh.A. prof. (Kazakhstan)

Bishimbayev V.K. prof., academician (Kazakhstan)
Buktukov N.S. prof., academician (Kazakhstan)
Bulat A.F. prof., academician (Ukraine)

Ganiyev L.N. prof., academician (Tadjikistan)

Gravis R.M. prof. (USA)

Yergaliev G.K. prof., academician (Kazakhstan)
Zhukov N.M. prof. (Kazakhstan)

Kozhakhmetov S.M. prof., academician (Kazakhstan)
Kontorovich A.Ye. prof., academician (Russia)
Kurskeyev A.K. prof., academician (Kazakhstan)
Kurchavov A.M. prof., (Russia)

Medeu A.R. prof., academician (Kazakhstan)
Muhamedzhanov M.A. prof., corr. member. (Kazakhstan)
Nigmatova S.A. prof. (Kazakhstan)

Ozdoyev S.M. prof., academician (Kazakhstan)
Postolatii V. prof., academician (Moldova)

Rakishev B.R. prof., academician (Kazakhstan)
Seitov N.S. prof., corr. member. (Kazakhstan)
Seitmuratova Ye.U. prof., corr. member. (Kazakhstan)
Stepanets V.G. prof., (Germany)

Humphery G.D. prof. (USA)

Steiner M. prof. (Germany)

News of the National Academy of Sciences of the Republic of Kazakhstan. Series of geology and technology
sciences.

ISSN 2518-170X (Online),

ISSN 2224-5278 (Print)

Owner: RPA "National Academy of Sciences of the Republic of Kazakhstan" (Almaty)

The certificate of registration of a periodic printed publication in the Committee of information and archives of the
Ministry of culture and information of the Republic of Kazakhstan N 10892-)K, issued 30.04.2010

Periodicity: 6 times a year
Circulation: 300 copies

Editorial address: 28, Shevchenko str., of. 219, 220, Almaty, 050010, tel. 272-13-19, 272-13-18,
http://nauka-nanrk.kz/geology-technical.kz

© National Academy of Sciences of the Republic of Kazakhstan, 2020

Editorial address: Institute of Geological Sciences named after K.I. Satpayev
69a, Kabanbai batyr str., of. 334, Almaty, 050010, Kazakhstan, tel.: 291-59-38.

Address of printing house: «NurNaz GRACE», 103, Ryskulov str, Almaty.




N E W S of the Academy of Sciences of the Republic of Kazakhstan

NEWS
OF THE NATIONAL ACADEMY OF SCIENCES OF THE REPUBLIC OF KAZAKHSTAN

SERIES OF GEOLOGY AND TECHNICAL SCIENCES
ISSN 2224-5278
Volume 1, Number 439 (2020), 14 —22 https://doi.org/10.32014/2020.2518-170X.2

UDC 51-76: 004.6
IRSTI 50.37.23

T. Zh. Mazakov'?, Sh. A. Jomartova'?, T. S. Shormanov’,
G. Z. Ziyatbekova’, B. S. Amirkhanov', P. Kisala®

'RSE Institute of Information and Computational Technologies CS MES RK, Almaty, Kazakhstan;
?Al-Farabi Kazakh National University, Almaty, Kazakhstan;
*Lublin Technical University, Poland.
E-mail: tmazakov(@mail.ru, jomartova@mail.ru, tt007@mail.ru, ziyatbekova@mail.ru,
8701993101 1@mail.ru, amirkhanov.b@gmail.com, p.kisala@pollub.pl

THE IMAGE PROCESSING ALGORITHMS
FOR BIOMETRIC IDENTIFICATION BY FINGERPRINTS

Abstract. The article discusses image processing algorithms for biometric fingerprint identification. The
identification features of the structure of papillary patterns on the fingers have been studied taking into account the
fact that different pressure, speed, direction, ambient temperature and humidity level lead to different images. Due to
various digital image processing and analysis algorithms such as: the SIFT descriptor, as well as the closest compe-
titor, the SURF descriptor, it is possible to quickly obtain unique characteristics for each image. This study used a
database of photographs obtained from open sources — the Fingerprint Verification Competition 2004 (FVC2004).
As a result of the work, the graphic image of the matching key points, as well as the number of matched key points
by fingerprints, have been investigated. Search key points is performed using the Hesse matrix. The determinant of
the Hesse matrix (Hessian) reaches the extremum at the points of maximum variation of the brightness gradient.
Fingerprints were obtained using the optical sensor "Cross Match V300". The experimental study showed that the
developed software system has invariance to image rotations.

Key words: biometrics, fingerprints, identification signs, minute, papillary patterns, key point descriptors,
image gradient, biometric personality identification, brightness gradient, digital processing algorithm, SIFT, SURF,
BRIEF descriptors, database, Hessian matrix, CrossMatch V300 optical sensor, biometric scanner, FPM10A module,
Adafruit Arduino library, optical scanner, password for passwords, invariance, uniqueness, volume precedents,
Laplace pyramid, octave, key point estimates, Haar filter, Hamming distance sum, electronic fingerprint.

Introduction. Modern image processing algorithms are the main tools to improve performance in a
variety of industries [1-3]. Criminology is one of those areas where the use of modern image processing
algorithms provides a significant improvement in the results.

Since ancient times, a handprint was used to confirm the authenticity of a document. In VI-VII cen-
turies in China a fingerprint was used to sign documents. The most famous use of the handprint as a con-
firmation of the document was the Ashtiname of Muhammad, also known as the Covenant or Testament
of Muhammad, is a document which is a charter or writ ratified by the Islamic Prophet Muhammad
granting protection and other privileges to the followers of Jesus the Nazarene, given to the Christian
monks of Saint Catherine's Monastery. It is sealed with an imprint representing Muhammad's hand [4].

Traces of human fingers in their forensic significance occupy the first place in the group of methods
of identification, which is explained as the frequency of their detection, and the fact that they can be used
quickly enough to identify the person who left the fingerprints, also to identify the relation of this person
with other incidents in which the same fingerprints were found. Such possibilities are associated with the
features structure of skin on the fingers, namely the uniqueness of papillary patterns. Identification
features of the structure of papillary patterns on fingers are divided into global and local signs: Global

—— |4 ——



ISSN 2224-5278 Series of Geology and Technical Sciences. 1. 2020

signs include features that can be seen with unaided eye. These features include: the type and kind of
papillary pattern; direction and steepness of the flow of papillary lines; structure of central pattern;
structure of delta; the number of papillary lines between the center and delta and many other features.
Another type of signs is local. They are also called minutia points (signs or special points) — unique
features inherent only in a particular print, determining the points of change in the structure of papillary
lines (ridge ending, bifurcation, short or independent ridge, etc.), the orientation of papillary lines and
coordinates in these points. Each print can contain up to 70 minutiae or more. The analysis is based on
mapping local features — minutia is the most popular approach to identify because of the widespread
opinion that minutia are the most discriminating and reliable features [5]. However, this approach faces
some serious problems related to large distortions caused by fingerprint matching with different rotation,
an example of such matching is shown below (figure 1) distortions from the FVC2004 DB1 (102 _3)
base.tif and 102_5.tif).
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Figure 1 — The result of matching fingerprints with different rotation

The fingerprint of the same person will never look the same in any two readings. Different pressure,
speed, direction, ambient temperature, skin moisture and moisture levels will result in different images.
Also, in work [13] the example of age-related changes of fingerprints is given, with age fingerprints
become less accurate and can change.To solve the above mentioned questions, the researchers proposed
various methods of digital image processing and analysis, namely, the description of local vicinity of
characteristic points - descriptor.

One of the main requirements for a special descriptor were:

Invariance — for the description of singular points to little change under different geometric and
photometric transformations of the image.

Uniqueness — the descriptors of two different images should be markedly different from each other.
These image requirements were formulated in [7] on the review of image matching methods.

Through various digital image processing and analysis algorithms such as: the SIFT descriptor, which
was proposed in 1999 in article [8], as well as the closest competitor the SURF descriptor, which was
proposed in 2008 in work [9], it became possible to quickly obtain unique characteristics for each image.
However, none of the existing algorithms is universal, and therefore the search for solutions is an actual
task.

The algorithms used to describe local features for biometric fingerprint identification, can be sepa-
rated into several interrelated tasks:

1. Transformation the fingerprint image to a list of special points in the function (intersections,
ridges, etc.), as well as their relative positioning and other parameters.

2. Converting the resulting function vector to a storage object in the database, which can be a row or
a data series of column in a tuple.

3. Classification and comparison of the identified unique features of fingerprints with all the data that
are already available in the system.

The objects of analysis are photos of fingerprints obtained from open sources, their unique features —
a set of characteristics, and the output — comparison with other images and an indication of the coefficient
of "similarity" with images that have already been previously identified in the database. Training takes
place on a sufficient amount of precedents.
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Research methods. In this research, we used a database of photos obtained from open sources -
Fingerprint Verification Competition 2004 (FVC2004) [15-16], and the result: a graphical image of
matching key points, as well as the number of matching key points on fingerprints. In FVC2004, emphasis
is placed on distortion as well as on obtaining images of dry and wet fingerprints. Fingerprints were
obtained using the optical sensor "Cross Match V300". Between the identification features of the structure
of papillary patterns of the same person, obtained at different times, there are certain dependencies that
need to be established. For this purpose, so-called precedents are used, that is, such sets of fingerprint
images that are already identified using this algorithm. Such precedents are called training samples. In this
study, several types of descriptors such as SIFT, SURF, and ORB descriptors were considered and used.

Descriptor SIFT. The SIFT (Scale Invariant Feature Transform) descriptor was proposed in 1999 by
D. Love, University of British Columbia [8]. This descriptor is a local histogram of the image gradient
directions. The following steps are required to build an image descriptor:

1. Finding the pyramid of image.

2. Keypoint finding.

3. Keypoint localization.

4. Keypoint orientation.

5. Local descriptor of image.

To find the pyramid of the image, we use the Laplace pyramid, in which we find high-frequency
information about the image. The keypoints of the image are mainly located in these high-frequency parts
of the image. In fact, the Difference of Gaussian (DoG) is an approximation to the Laplacians of the
Gaussian (LoG). It is necessary to build several pyramids with different image scale, each pyramid is
called an octave. Pyramids (octaves) is necessary for invariance to changes in scale and also to search for
keypoints in different scales. For search keypoints to the DoG pyramid, it is necessary to find maximum /
minimum in this scale as well as to find maximum / minimum in the neighboring scales. Refinement of
keypoints after finding the maximum / minimum the next step is a detailed alignment with nearby data on
the location, scale and ratio of the main curves. Keypoint orientation, gradient histograms are build for
each keypoint, and the neighborhood of the special point is divided into four square sectors. In each pixel
inside each sector, the gradient of image, direction and modulus are calculated. Next, the modules of the
gradients are multiplied by the weight exponentially decreasing with distance from point of interest. For
each sector, is created directions histogram of gradients, with each occurrence weighted by modulus of the
gradient.

The local SIFT descriptor is a vector derived from the values of all elements of the histograms of
directions and consists of 128 components (8 (number of bins) x4x4 (number of squares)).
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The disadvantage of the system is that the descriptor vector consists of 128 real numbers, that is, it
occupies at least 512 bytes per keypoint. That require significantly more processing power from the
hardware especially if the image has a large resolution and a large number of details. Below (figure 3) an
example of evaluation of key points using the SIFT algorithm is given.

Figure 3 —
Assessment the key points
of the SIFT descriptor
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SUREF descriptor. Descriptor SURF (Speeded up Robust Features) was proposed in 2008 [9] and is a
further development of the SIFT technique. Its descriptor also refers to the number of descriptors that
simultaneously search for singular points and construct their description invariant to scaling and rotation.
The descriptor has proven itself in the tasks of searching for objects in images and comparing images.

The SHIFT method uses the Difference of Gaussian (DoG) for building pyramids of the images.
Different scales of Hessian masks are used to calculate the pyramid of the SURF image, while the scale of
the image is always unchanged. This speeds up the calculation time without reducing the image.

Keypoints are searched using the Hesse matrix. The determinant of the Hesse matrix (Hessian)
reaches the extremum at the points of maximum variation of the brightness gradient and its determinant is
defined as follows:

8f  8f

dx2 A
H(f(l',y)): |: aﬂf az_?y j|

bxby Oy

O?f 52 f a1\
det(H) = o2 2 ({:'J;rfjiy

where H is the Hesse matrix and the f'(x, y) is brightness gradient change function. In this case, the SURF
algorithm uses different-scale filters to find hessians. For each keypoint, the gradient and scale are
calculated. The gradient at a point is calculated using Haar filters. The filter size is taken to be 4s (where s
is the scale of the singular point). An example of Haar filters is shown in figure 4. After finding the
keypoints, the SURF method generates their descriptors. The descriptor for each key point is a set of 64
(or 128) numbers. These numbers represent the gradient fluctuations around the keypoint. Since the key-
point is the maximum of Hessian, thereby is guaranteed that there must be areas with different gradients in
the in the neighborhood of the point. Thus, the dispersion (difference) of descriptors for different
keypoints is provided, thereby achieving invariance of the descriptor with respect to rotation. The size of
the area on which the descriptor is calculated is determined by the scale of the Hesse matrix, which
provides invariance with respect to the scale.

(black areas have values of "—1", white "+1") Figure 5 —
Figure 4 — Haar Filters Evaluation of kypoints of SURF descriptor

SURF. Advantages of the method: the SURF method has a higher accuracy and speed of recognition
in comparison with the SIFT method. The disadvantages of the method are similar to the disadvantages of
the SIFT method — it is a requirement for computing power, as well as method is patented and its use is
prohibited for commercial purposes, without the consent of the owner. Below (figure 5) an example of
evaluation of keypoints using the SURF algorithm is given.

ORB descriptor. The ORB descriptor (Oriented FAST and Rotated BRIEF) is a combination of the
detector of keypoints FAST [10] and binary descriptors BRIEF [11], this method was proposed in 2011
[12] as an effective replacement for descriptor SURF/ SIFT.
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The FAST detector is used to search for keypoints. To find corner points, comparing the brightness of the
surrounding 16 pixels around each pixel p. All 16 pixels are then sorted into three classes (lighter than p,
darker than p or similar to p). If more than 8 pixels are darker or brighter than p, this pixel is selected as
the keypoint. Thus, the keypoints found with FAST detector give us information about the location of the
edge (border) in the image. Selecting only 4 pixels on a circle allows you to quickly weed out the wrong
points, but in some cases it is possible to determine different features in the same circle. However, the
FAST algorithm does not have orientation component and multi-scale functions. A multi-level in image
pyramid is used to solve this problem. By detecting keypoints at each level, the algorithm effectively finds
key points at a different scale. Thus, the FAST detector is invariant of partial scale. In the ORB algorithm,
the maximum number of special points by default is not more than 500, if there are more, then the Harris
angle detector [11] is applied to them, to exclude the least significant ones.

||
[ |
[ |
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Figure 6 — The considered neighborhood of the p point of the FAST detector

After locating keypoints position, the FAST detector now assigns an orientation to each keypoint,
such as left or right, depending on how the intensity levels change around that key point. The Ball uses a
centroid of intensity for detect changes in intensity. The intensity centroid assumes that the intensity of an
angle is shifted relative to its center, and this vector can be used to calculate orientation.

BRIEF descriptor. This descriptor takes all the keypoints found by the FAST algorithm and con-
verts it to a vector of binary objects so that together they can represent the object. A binary objects vector,
also known as a binary objects descriptor, is an object vector that contains only 1 and 0. In brief, each key
point is described by a vector of objects, which is a string 128-512 bits long.

The BRIEF handle smoothes the image using a Gaussian kernel to prevent the handle from being
sensitive to high-frequency noise. The BRIEF descriptor selects a random pair of pixels in a specific
neighborhood around a key point. A certain neighborhood around a pixel is called a patch, which is a
square of width and height equal to the selected pixel of the singular point. The first pixel in a random pair
is taken from a Gaussian distribution centered around a key point with a spread of 6 (Sigma). The second
pixel in a random pair is taken from a Gaussian distribution centered around the first pixel with a spread of
6 (Sigma)/2. Now, if the first pixel is brighter than the second, it assigns a value of 1 to the corresponding
bit, otherwise 0, figure 7 shows an example of estimating the neighborhood of the keypoint.

This descriptor is represented as a 256-length vector consisting of binary tests results around a
singular point. To achieve invariance to rotation, the descriptor computation area is oriented by the
orientation of the singular point.

Ileperifl Kiwgeean
[ | |

NHCKEIb TO9KA

Figure 7 — Considered neighborhood of the keypoint
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Advantages of the method: the ORB method has a high speed in comparison with the methods of
SIFT/SURF. Disadvantages of the method: This method has a "lower" accuracy of recognition in compa-
rison with the methods of SIFT/SURF. Below (figure 8) an example of evaluation of key points using the
ORB algorithm is given.

Figure 8 — Evaluation of keypoints of the ORB descriptor

Research results. The analysis of algorithms of search and identification on images showed that for
the solution of a problem of identification on fingerprints it is effective to use descriptors of key points
because they provide possibility of obtaining the classifier (descriptor) of a fingerprint with high degree of
accuracy, and also have good function of identification on an incomplete fingerprint, the example of an
assessment of 30 key points is shown on (figure 9).

Figure 9 — Score 30 key points descriptor ORB (left), SIFT (center), SURF (right)

The experimental research of biometric fingerprint identification, created on the basis of the proposed
methods of searching for key points, showed that the developed software system has invariance to image
rotations. Its software system is able to work in a large range of lighting changes up to 50-70% of the
lighting level in the image, and has invariance to zoom and slight distortion.

Discussion. According to the results of the analysis of the efficiency and speed of methods and
algorithms of biometric identification of persons, the following conclusions can be drawn:

Algorithms SURF/SIFT have better classifying ability in solving everyday tasks of finding textured
images. Both algorithms are more demanding on the hardware and more suitable for other computer vision
tasks, and both algorithms are patented and its use is prohibited on commercial use, without the consent of
the owner for fingerprint identification task, they have "excess power".

The ORB algorithm has a higher speed in comparison with the above algorithms using SIFT/SURF
techniques, and is more suitable for biometric fingerprint identification tasks. The algorithm is freely
available. ORB algorithm descriptors are binary descriptors and the matching test for such descriptors is
the sum of the Hamming distances for each byte of the descriptor. The use of this algorithm is more
suitable for the tasks of searching for fuzzy fingerprint. An example of the use of forensic software
systems in which fingerprints were marked out using the proposed algorithm.

Conclusion. In the course of the research work, the following tasks were performed: three algorithms
for the identification of key points were investigated and analyzed to solve the problem of biometric
identification by fingerprints. A promising area of application of algorithms is the addition into "classic"
software products for the creation of electronic dactylocards, to search for incomplete fingerprint, because
often in practice there is only a part of the fingerprint to search for matches.
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2020 under the project NeAP05131027 "Development of biometric methods and means of information
protection" at the Institute of Information and Computational Technologies, the Committee of science of
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CAYCAK I3/IEPI BOMBIHILIA
'KEKE TYJIFAHBI BHOMETPHUSLIBIK COMKECTEH/IPY YIITH
AJITOPUTMIEPII OHJAEY

AnHoTanus. Makanaga OHOMETPHSIBIK caycak i3iH COMKECTSHAIPYTe apHAIFaH CypeTTi OHJIeY alrOpUTMIepi
KapacTeIpsiIaael. OJap KeNTereH cajlalapIarbl )KYMBICTBI KaKCAPTYIBIH HETi3ri Kypaisl Ooibin Tabbutansl. TaHy
JKyHeci JepekTepi cakTayFa, OHBI apbl Kapail eHIeyre, caycak i3[epiHiH CypeTTepiH aHBIKTayFa KOHE KOPCETyTre
apHayrad. KpuMmuHanmucTrka (COT capantamachl) — KeCKiHAEpAi OHICYAiH 3aMaHayH alrOPUTMICPIiH KOJIaHY JKOHE
JKYMBIC HOTIDKEIIEPIH eHoyip KakcapTaThiH OarsITTapAblH Oipi. MyHIa ToXipHOeTiK 3epTTey 9iCi KapaCTHIPBLIBIIL,
COoliKeCTeHIpy HOTIKENEpiH eHAey mpomeci cumarttanraH. byn xymeicta FPM10A momymia Adafruit Arduino
KiTamxaHachlHIa OMOMETPUSUTBIK caycak i3[epi JKyHeciH Kypy VIINiH mainanaHy ofici kepcerinred. byn moceneHi
IIeNTy VINiH JepeKTepli cakTay, OolaH apbl OHACY, caycak i3[epiHiH CYpeTTepiH aHBIKTayFa JXOHE KOPCETyTre
apHaJIFaH TaHy Kyileci YChIHBUIIBL. Onap eTe Kymus xepieple, CKaHepiey jKoHEe NepeKKOPAbIH KOMETiMeH caycak
I3MIEepiH TeKcepyre HeTi3NeNTeH MapoiibFa KOJ JKeTKI3y KiNTiHiH Oip Typi perinae Kommanputaabl. CaycaKrapIarbl
NaI-ApIbl  OPHEK KYPBUIBIMBIHBIH COHKECTCHAIPY epeKLICNiKTepi opTYpJii KBICBIMHBIH, JKBULIAMIIBIKTHIH,
OarsITTHIH, KOpIIaraH OPTAHBIH TEeMIIEpPaTypachl MEH BUIFAJABUIBIK ICHICHiHIH OPTYPIi KECKiHIepre OoKeNeTiHIH
eckepe oTHIpHI 3eprreneai. Omap omerre kahaHABIK jkoHE XKepritikTi epekmmenikrepre 6eminemni. SIFT geckpuntopst
s)koHe SURF eH xakbIH Oacekemneci CHSKTBI OpTYPIIi CaHIBIK OHICY aITOPUTMICPIHIH apKaChIHAA Op KECKIiHTe epeKIe
cUTaT-TaMaJapAbl Te3 alyFa MyMKIiHOIK Tyael. Ocbl 3epTTeyle 013 amblK Ke3AEepAeH alblHFaH (OTOCYypeTTep
6azacera KonmaaabiK. On Fingerprint Verification Competition 2004 (FVC2004) e aTananbl. JKyMbIc HOTIDKECIHIIE
COMKECTIKTIH HETi3ri HYKTeNepiHiH rpaduKanblk OefiHeci, COHBIMEH KaTap caycak i3zepi OoipIHIIA colfkec KeleTiH
HETI3Ti HYKTENepIiH CaHBl 3epTTenai. by epekmmernikrep YIIiH OpTYpii MbICanaap KENTipUITeH, ONapblH ajiro-
PUTMIEPiHIH albIPMAIIBUIBIKTAPEI, apPTHIKIIBUIBIKTAPEI MEH KeMIIUTIKTepi kepcerinreH. Caycak i3lepiH ckaHep ap-
KBUTBI OPTYPITi alfHATABIpyMEH COWKECTeHIIpY HOTIKeci anbplHabl. Herisri Hykrenep ['ecce MaTpUIIaCHIHBIH KOMeTi-
MeH i3meneni. ['ecce MaTpHIACHIHBIH IETEPMUHAHTHI (T€CCHaH) JKapblK TPaIWeHTIHIH MaKCHUMAJIbl e3repy HYKTe-
nepinge skcrpemymra xereni. Caycak i3gepi «Cross Match V300» onTukanbK CEHCOPBIHBIH KOMETIMEH abIHIIBL.
DKCIIepUMEHTAIIBI 3ePTTEYICH KOPTEHIMI3IeH, 93ipIIieHTeH OaraapiiaMaliblK jKacakTaMa KeCKiHHIH aifHaIyblHA TY-
paKTHI emec.

Tyiiin ce3nep: Onomerpus, caycak i3aepi, COMKecTeHIIpy Oenriiepi, MUHYINS, TaMWUISPIBIK YITiIep, TYRIHAL
JIECKPHUTITOPIIAP, CYPET TPaIHNeHTI, KeKe OAChIH OMOMETPHSIIBIK COMKECTEHIIPY, KAPBIKTBUIBIK TPAIUEHTI, IIH(PITBIK
erney amroputmi, SIFT, SURF, BRIEF nmeckpunropmapsl, mamimertep 6a3zackl, ['ecce marpumacel, CrossMatch
V300 ontukanblK ceHcop, omomeTpusblK, ckanep, FPM10A monmymi, Adafruit Arduino kitamxaHachl, ONTHKAIBIK
CKaHep, MapoJibre apHAIFaH KilT, MHBAPHAHT, Oipereiinik, BeKTOpNBIK (QyHKIwWs, Jlarurac mupaMunacel, OKTaBa,
HETi3Ti HyKTenepai 6aranay, Xaap QuibTpi, XOMMUHTTIH KaIIBIKTHIK COMACHI, SJIEKTPOHIBI caycak i3i.
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AJI'OPUTMBI OBPABOTKH W30BPAKEHUI
VI BAOMETPUYECKOU NAEHTUO®UKALIMU IMYHOCTH
IO OTIIEYATKAM IAJIBIHEB

AnHoTanus. PaccMaTpuBaroTcs anropuT™Mbel 00pabOTKH M300paXKeHUH IS OMOMETPHYECKON MICHTH(PUKATNT
JMYHOCTH IO OTHe4YaTKkaM mnaibiieB. OHU SIBISIOTCS OCHOBHBIMH HHCTPYMEHTAMU IO YIYYIICHUIO PE3yJbTaTOB
JIESITENIbHOCTH B CaMbIX Pa3NIMYHbIX OTpacisix. CUcTeMa pacno3HABaHUs MpeJHA3HAYCHA ISl XPAaHCHUS JIaHHBIX,
nanpHeimei ee 00paboTKH, MACHTU(GUKAIIMA W OTOOpaKEHHM CHUMKOB OTIICYATKOB ITaiblleB. KpuMuHaIMCTHKA

— 20 ——



ISSN 2224-5278 Series of Geology and Technical Sciences. 1. 2020

SIBJISIETCSI OJTHMM M3 TaKUX HAIpaBJICHHWH, I/ie NMPUMEHEHHE COBPEMEHHBIX aJITOPUTMOB OOpaOOTKH W300pakeHHH
JTaeT 3HAYUTEIhHOE yIy4IIeHHE pe3yIbTaToB padoTel. PaccMOTpeHa MeTOANKa SKCIIEPUMEHTAIBHBIX HCCIIEIOBAHHM,
OIHKCaH Mpoiecc 00paboOTKK pe3yNbTaToB HIeHTU(HKaKU. B 3Toll paboTe Moka3zaHO, KaK HCIIOJIB30BaTh MOAYIIb
FPM10A c¢ 6ubmuorekori Adafruit Arduino s co3gaHusi OMOMETPUIECKOW CHUCTEMBI OTIIEYATKOB MaiblieB. Jliis
pemeHus JaHHOU MpoOIeMBbl ObLTa MpeIokKeHa CUCTeMa pacllo3HaBaHUS, KOTOpas MpeaHa3HaueHa ISl XPaHEHUS
JAHHBIX, JajbHEIIeH ee 00padOTKY, HACHTH()HUKAINN ¥ OTOOPAKEHHH CHUMKOB OTIIEYaTKOB MaibiieB. OHU HUCIIOJIb-
3yeTCsl B MECTaX CTPOTOH CEKPETHOCTH, KaK CBOETO poJia MapoJIeBBIH KITI0Y JOCTyIa, OCHOBAHHBIM Ha CKAHHPOBAHUHT
W CBEpKM OTIIEYAaTKOB MaibleB C 0a30il maHHBIX. VccnenoBaHBl WACHTH()PHKAIMOHHBIE NMPWU3HAKU CTPOCHUS IIa-
MIUBIPHBIX yY30pOB Ha MaJbIax ¢ yY4eTOM TOTO, YTO PAa3INYHOE JIAaBICHHE, CKOPOCTh, HANPAaBJICHUE, TEMIIEpaTypa
OKpY’KaloIIe Cpeabl U YPOBEHb BIAXXHOCTH HPUBOIAT K Pa3HBIM M300pakeHWAM. VX MPHUHATO MOApa3demsaTh Ha
I00abHbIE W JIOKAJIBbHBIE TNpU3HAKW. biarogaps pasaudHBIM alropuTMaMm HHQPPOBOM 00pabOTKM M aHaIM3a
n3obpaxkeHnu TakuM Kak: geckpunrop SIFT, a takke OGmmxadmmii KoHKypeHT neckpuntop SURF, mosBmiace
BO3MOKHOCTBH OBICTPOTO TMOJYYCHHS YHUKAIBHBIX XapaKTEPHCTHK IO KaXAoMy u3o0paxeHnto. B maHHOM mccie-
JIOBaHHM HCIIOJIb30BajJach 0a3a NaHHbIX U3 (ororpaduii, MOITyuYeHHAs W3 OTKPBITHIX MCTOYHUKOB — Fingerprint
Verification Competition 2004 (FVC2004). B pesynbrate paboThl uccienoBaHbl rpaduueckoe n3o0paxeHHe
COBIIAJAIOIINX KITIOYEBBIX TOYEK, a TAKXKEe KOJMYECTBO COBIABIIMX KIIOYEBBIX TOYEK IO OTIEYATKAM IaNbla.
[IpuBeneHs! pazardHbIe TPUMEPHI AT 3TUX MPU3HAKOB, MTOKA3BIBAIOIINE X OTJIMYHA, IPEUMYIIIECTBO M HEJOCTATKH
WCTIOJB30BaHHBIX aITOPUTMOB. [lorydeH pe3ynpTaT COBMNAACHWM OTIEYATKOB IMANBLEB C PA3IMYHBIM BpAIICHUEM
yepe3 ckaHep. [louck KiroueBbIX TOYEK MPOU3BOJUTCS C MOMOILILI0 MaTpullbl ['ecce. Jlerepmunant matpuusl ['ecce
(reccmaH) AOCTHTaeT SKCTPEMyMa B TOYKaX MaKCHMAIbHOTO M3MEHEHHS IpafgueHTa sSpKocTH. OTHeuaTKH HajbIeB
ObuTM TIONy4YeHbl C MOMOIIBI0 ontudeckoro narumka «CrossMatch V300». IlpoBeneHHOE 3KCIEpHUMEHTAIBHOE
HCCIIeIOBAaHME TOKA3alo, 9TO pa3paboTaHHAs NMPOrpaMMHAs CHCTeMa 00JaJaeT MHBAPHMAHTHOCTHIO K IIOBOPOTAM
M300paKeHUS.

KiroueBble c1oBa: OHOMETpHS, OTHEYATKH HaJbIEB, HACHTU(OUKAITMOHHBIC TPU3HAKA, MUHYIUS, TaMILIIIP-
HBIE Y30Pbl, JECKPUIITOPHI KIIFOUYEBBIX TOUEK, TPAJUEHT HU300paXKeHus, OHoMeTpruiecKas HISHTU(PHUKAIHS JTUYHOCTH,
IPAJMEHT SPKOCTH, aaropuT™ mudpoBoii obpadotku, geckpunropsl SIFT, SURF, BRIEF, 6a3a maHHbIX, MaTpuia
I'ecce, ontuyeckuit natunk CrossMatch V300, Guomerpuueckuii ckanep, moxyiabr FPM10A, oubnaunorexka Adafruit
Arduino, cuctema pacrio3HaBaHHs, ONTUYECKUI CKaHep, MapoJieBblil KIOY NOCTYIa, WHBAPUAHTHOCTb, YHUKAIIb-
HOCTB, 00BbEM TIpereIeHTOB, MupamMua Jlamnaca, okTaBa, OIIEHKH KIIIOYEBBIX TOUYEK, PUIbTp Xaapa, CyMMa paccTosi-
HUM X3MMUHTa, 3JIEKTPOHHAs JaKTUIIOKapTa.
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