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NAS RK is pleased to announce that News of NAS RK. Series of geology and technical 

sciences scientific journal has been accepted for indexing in the Emerging Sources Citation 
Index, a new edition of Web of Science. Content in this index is under consideration by Clarivate 
Analytics to be accepted in the Science Citation Index Expanded, the Social Sciences Citation 
Index, and the Arts & Humanities Citation Index. The quality and depth of content Web of 
Science offers to researchers, authors, publishers, and institutions sets it apart from other 
research databases. The inclusion of News of NAS RK. Series of geology and technical 
sciences in the Emerging Sources Citation Index demonstrates our dedication to providing the 
most relevant and influential content of geology and engineering sciences to our community. 

 
 
Қазақстан Республикасы Ұлттық ғылым академиясы "ҚР ҰҒА Хабарлары. Геология жəне 

техникалық ғылымдар сериясы" ғылыми журналының Web of Science-тің жаңаланған нұсқасы 
Emerging Sources Citation Index-те индекстелуге қабылданғанын хабарлайды. Бұл индекстелу 
барысында Clarivate Analytics компаниясы журналды одан əрі the Science Citation Index Expanded, 
the Social Sciences Citation Index жəне the Arts & Humanities Citation Index-ке қабылдау мəселесін 
қарастыруда. Webof Science зерттеушілер, авторлар, баспашылар мен мекемелерге контент 
тереңдігі мен сапасын ұсынады. ҚР ҰҒА Хабарлары. Геология жəне техникалық ғылымдар 
сериясы Emerging Sources Citation Index-ке енуі біздің қоғамдастық үшін ең өзекті жəне беделді 
геология жəне техникалық ғылымдар бойынша контентке адалдығымызды білдіреді.  

 
 
НАН РК сообщает, что научный журнал «Известия НАН РК. Серия геологии и технических 

наук» был принят для индексирования в Emerging Sources Citation Index, обновленной версии Web 
of Science. Содержание в этом индексировании находится в стадии рассмотрения компанией 
Clarivate Analytics для дальнейшего принятия журнала в the Science Citation Index Expanded, the 
Social Sciences Citation Index и the Arts & Humanities Citation Index. Web of Science предлагает 
качество и глубину контента для исследователей, авторов, издателей и учреждений. 
Включение Известия НАН РК. Серия геологии и технических наук в Emerging Sources Citation 
Index демонстрирует нашу приверженность к наиболее актуальному и влиятельному контенту 
по геологии и техническим наукам для нашего сообщества. 
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MODULAR REDUCTION BASED  
ON THE DIVIDER  

BY BLOCKING NEGATIVE REMAINDERS 
 

Abstract. The hardware implementation of a time-critical one of the basic operations of asymmetric crypto-
systems – mod reduction is considered. An accelerated remainder determination method by an arbitrary modulus of 
number and the method implementation device based on a divider are proposed. The idea of the negative remainders 
blocking during division without restoring the remainder is used. The mod reduction device, possessing the raised 
speed is developed. A step-by-step description of the operation of the device and illustrative examples are provided. 
The efficiency of the proposed circuit solution is verified on the Artix-7 FPGA from Xilinx for reducible numbers of 
different bit (2, 16, 32, 64). Identified and presented in the form of graphs for the dependence of the spent resources 
(Look-Up Table, Flip - Flop, Input/Output) of the FPGA Artix-7 on the capacity of the reducible number A.  

Key words: asymmetric cryptoalgorithm, cryptosystems hardware implementation, modular reduction. 
 

Introduction. High performance is one of the significant advantages of hardware encryption 
compared to software encryption [1]. In addition, the hardware implementation of cryptoalgorithm ensures 
its integrity, and encryption and storage of keys is carried out in the encoder board itself, and not in the 
computer's RAM. Thus, the implementation of the algorithm itself is protected, which is also an important 
advantage. These and other advantages of hardware encryption have led to interest in the hardware 
implementation of cryptosystems, especially asymmetric (with public key), since the widespread applica-
tion of asymmetric cryptosystems with secure distribution of public keys is constrained by their low 
performance. The asymmetric cryptosystems are applied as independent protection mean for transferring 
or storing data as a means of users authentication and as a means of distributing symmetric cryptosystems 
keys. The algorithm is based on cryptosystems public-key of such irreversible transformations as the large 
numbers expansion into prime factors, the calculation of the logarithm in a finite field, the calculation of 
the algebraic equations roots. Procedures for encryption and decryption in asymmetric crypto algorithms 
use complex and cumbersome mathematical calculations over very large numbers. Therefore, encryption 
and decryption operations are performed much more slowly than in symmetric crypto algorithms. Speed 
operating units development for the crypto hardware asymmetric encryption is a critical, despite their high 
cost. The most time-critical basic operation in asymmetric crypto algorithms is reduction mod (obtaining 
the remainder from division a number by a module P), which is repeated many times. For a hardware 
implementation reduction mod different number-theoretic methods are applied to calculate the remainder 
when divided by a modulus P, which leads to various devices structures [2-15].  

More rapid among the classical algorithms for integer division of numbers is division without 
restoring the remainder. The division process itself upon hardware implementation reduces to multiple 
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operation of algebraic addition on the adder, and shift the dividend and divisor. In this case, depending on 
the remainder sign, the divider is fed to the inputs of the adder either in the forward (with a negative sign 
of the remainder) or in the one’s complement (with a positive sign of the remainder). To do this, "XOR" 
circuits are included in the "divider-adder register" path, which must function as control inverters. The 
inclusion of such circuits into the composition of the division block leads to its complication and 
introduces a certain delay in the transfer chains of the operand.  

Modular reduction based on the divider by blocking negative remainders. Consider the division 
algorithm by shifted dividend which enables to exclude circuit "XOR" from the divider device. 

Supposing, from one left to the left of the previous remainder 2ri-1 divisor R is subtracted. If this 
remainder is formed with a positive sign (Sgn=0) at the adder output, then its one’s complement value 
(ܵ݃݊തതതതത =1) the positive remainder code ri is transmitted to the remainder register. If, as a result of this calcu-
lation, the remainder of (Sgn=0) is formed with a negative remainder (Sgn=1), then its one’s complement 
value (ܵ݃݊തതതതത=0) is blocked and a negative transmission of the remainder of the remainder register inputs. In 
the next division step the "old" positive remainder is shifted one bit to the left, then the divider is sub-
tracted from that remainder. Thus, producing a division by blocking negative remnants axes, division 
operation is reduced to only implement shift operations and subtractions. In this case, the operation of 
adding the divider to the partial remainder is not required. This makes it possible to exclude from the logic 
circuitry device's "XOR". 

Given that it is not required to form the partial of dividing, the functional device driving circuit of the 
mod reduction number is represented in Figure 1.  

Figure 1 shows that the registers RgА and RgР are used to store the reducible number A and the mo-
dule P, that the numbers A and P enter through the AND1, OR1 and AND2 gates, respectively, according 
to the "Start" signal. There are no "XOR" between the RgР register and the CM adder, and the blocking of 
the negative remainder (2ri-1-Р) is performed by the signal ܵ݃݊തതതതത=0, which is fed to the control inputs of the 
block of AND4 gates, the information inputs of which are fed bits from the outputs of the adder. The 
AND5 gates is used to output the calculated remainder from RgА by the signal "End of operation". The 
adder, the NOR gates, and the AND gates block form the partial remainders generator (PRG), where the 
partial remainders ri=2ri-1-Р are sequentially calculated. The schematic shown in figure 1 is called a 
sequential action number reduction device. In this circuit, the partial remainders calculated at each step of 
bringing mod ri are received in the upper bits of the register RgA, which in the next step are shifted one bit 
to the left.  

Matrix scheme of the device for reduction of numbers on the module with a shift by one bit in 
the direction of the high bit. When constructing matrix schemes for reducing the number modulo the 
partial remainders from the output of the next partial remainders generator is transmitted with a shift of 
one bit to the left by the inputs of the next partial remainders generator (PRGi+1). In this case, the structure 
of the partial remainders generator i has the form shown in figure 2.  

If T (transfer) 2ri-1 ≥ P, the transfer will be formed from the adder sign T=1 and wherein Sgn=0. By 
the signal T=1, the positive difference 2ri-1 – P (i.e. ri) from the output of the transmitter is transmitted 
through the AND2 gate to the outputs of the partial remainders generator. If 2ri-1 < P, then the value 2ri-1 
from the input is transferred unchanged to the outputs of the partial remainders generator through the 
AND1 gate, by means of the signal Sgn = 1. The AND1, AND2 and OR gates form the multiplexer MS.  

Figure 3 shows the matrix diagram of the device for modifying the numbers with a shift by one bit in 
the direction of the high bit of the number given. The device contains the register RgР for storing the N-bit 
module Р, the register RgА for storing the 2N-bit reducible number A, N of the formers of partial residuals 
PRG.1 ÷ PRG.N, the delay element DL. 

The information outputs of the register RgР are connected with the information inputs of the                 
PRG.1 ÷ PRG.N / 2 for transmitting the values of Рഥ. The information outputs of the RgA register of the 
number A are connected with the inputs of all the PRG.1. ÷ PRG.N. 

Initially, the remainder R0 is determined by the N high bits of the 2N-bit number A. The remainder R0 
shifted by one bit to the left is 2R0. 2R0 together with the bits attached to it, following the low bits of R0 
from the register RgA, represent the number A1 = (R0 + an-1). The PRG.1 defines the remainder R1 modulo 
P of the number A1. 
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joined to the low-order bits of the shifted code R0 from the register RgA, forming the number A1. At the 
output of PRG.1, a partial remainder R1 modulo P of the number A1 is formed. Further, the value of R1 
with a shift of two bits in the direction of the high bit, as well as the bits a(n-3) a(n-4) of the number A from 
the register RgA form A2 and are sent to the inputs of the PRG.2. In this case, at the output of the PRG.2, a 
partial remainder R2, etc. At the final stage, the partial remainder RN/2-1 from the outputs of the previous 
PRG.N/2-1 with a shift of two bits towards the most high bit and the bits a1 a0 of the number A from the 
RgA register send to the inputs of the PRG.N/2 and at its outputs, the remainder RN/2 is formed. The “End 
of operations” signal, which is formed at the output of the delay element DL, the remainder RN/2 is output 
to the device. 

The time of formation of the result Tfr is determined by the total time of the signal passing through 
the PRG, i.e. Tfr = N/2 * TPRG. 

Table 2 shows the conditions for the formation of the smallest positive remainder Ri at the outputs of 
the adders depending on the values of the transfers T3, T2, T1 and signs Sgn3, Sgn2 and Sgn1. 

 
Table 2 – The order of formation of the partial remainder Ri 

 

Transfers Signs Formation ܴ௜ at the outputs of adders  
А௜ 

T3 T2 T1 Sgn3 Sgn 2 Sgn 1 Adder3 Adder2 Adder1 

1 1 1 0 0 0 ܴ௜ – – – 

0 1 1 1 0 0 – ܴ௜ – – 

0 0 1 1 1 0 – – ܴ௜ – 

0 0 0 1 1 1 – – – ܴ௜ ൌ А௜ 

 
There is an example of a 2N - bit number A reduction according to an N - bit module P. 
 

Let ܣ ൌ 894ଵ଴ ൌ ቄ
аଵଵ
0
аଵ଴
0
аଽ
1
а଼
1
а଻
0
а଺
1
аହ
1
аସ
1
аଷ
1
аଶ
1
аଵ
1
а଴
0  

 

N=12; N/2=6; 
 

P = 3510=1000112; 2P=7010 и 3P=10510. 
 

The higher RgP bits of the binary code of the number A determine the value R0 = 0011012 = 1310. By 
shifting the remainder R0 to the left two bits, by adding the following bits a5 a4 of number A, we get 
Аଵ ൌ ሺ2ሻܴ଴ܮ ൅ ሺаହаସሻ ൌ 4 ∙ ܴ଴ ൅ ሺаହаସሻ ൌ 52ଵ଴ ൅ 3ଵ଴ ൌ 55ଵ଴. 

For clarity, all calculations by definition of the remainder R = A mod P are given in table 3 in the 
decimal number system.  
 

Table 3 – The order of calculation of R = A mod P 
 

1 stage 
PRG1 

Аଵ ൌ ሺ2ሻܴ଴ܮ ൅ аହаସ ൌ 52ଵ଴ ൅ 3ଵ଴ ൌ 55ଵ଴ 
    Adder3         Adder2         Adder1 
     _  55              _ 55               _ 55 
       105                 70                  35 
       –50               –25               +20 

T3=T2=0 
T1=1 
Sgn2= Sgn 3=1 
Sgn1=0 
ܴଵ=20ଵ଴ 

2 stage 
PRG2 

Аଶ ൌ ሺ2ሻܴଵܮ ൅ аଷаଶ ൌ 80ଵ଴ ൅ 3ଵ଴ ൌ 83ଵ଴ 
    Adder3         Adder2         Adder1 
      _ 83              _ 83              _ 83 
       105                 70                 35 
       –22               +13              +48 

T3=0 
T1=T2=1 
Sgn3=1 
Sgn1= Sgn2=0 
ܴଶ=13ଵ଴ 

3 stage 
PRG3 

Аଷ ൌ ሺ2ሻܴଶܮ ൅ аଵа଴ ൌ 4 ∙ 13ଵ଴ ൅ 2ଵ଴ ൌ 54ଵ଴ 
    Adder3         Adder2         Adder1 
       _ 54             _ 54              _ 54 
        105                70                 35 
        –51              –16              +19 

T3=T2=0 
T1=1 
Sgn2= Sgn3=1 
Sgn1=0 
ܴଷ=R=19ଵ଴ 

 

For check R = 894 mod 35 = 19ଵ଴. 
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Implementation on FPGA. Checking the algorithm for reducing the number mod on the basis of a 
divider with the blocking of negative remainders was carried out on Field Programmable Gate-Array 
(FPGA). Unlike conventional digital microcircuits, the logic of the FPGA is not determined in the manu-
facture, but is set at the design stage of a particular device, through the appropriate programs.  

For design, a debugging environment is used that allows you to set the desired structure of the digital 
device in the form of a program in special languages for describing the equipment Verilog, VHDL, 
AHDL, etc. To do this, the Nexys 4 Board of the programmable logic integrated circuit Artix-7 from the 
company Xilinx (figure 6). To describe the scheme of reducing the number by modulus, the language 
Verilog is chosen [16-20].  
 

 
Figure 6 – Nexys FPGA Board 

 
Table 4 shows the number of basic resources FPGA Artix-7 (XC7A100T-1CSG324C). 

 
Table 4 – FPGA Artix-7 Resources 

 

Resource Number 

LUT (Look-Up Table) 63400 

FF (Flip-Flop), 126800 

IO (Input / Output) 210 

BUFG (architecture-independent global buffer) 32 

 
To enter input data and a visual display of intermediate results FPGA Board is provided by all 

essential ports and peripheral device, the main ones are 16 switches, 16 LEDs, as well as USB-UART 
bridge, DDR2 128MB and others. Figure 7 shows a time diagram of the operation of the number reducing 

device 7 0 10 2187 10111011a aA     with 8 module with 10 214 1110P    a capacity of 4. The highest 

bits of the number A are 0 10 211 1011r   . According to the figure 7, on the rising edge of the clock pulse 

CP1, the contents of register A are shifted to the left by one bit and the register is formed  0 32 23r a  . 

Partial remainder is formed 2 18 4r P   , which is transferred to register A. In the following clock pulse 
CP2 feed the contents of register A is shifted left by one bit and the register is formed (2r1 + a2) = 18. 
Partial remainder r2 = 18 – P = 4 is formed, which is transferred to register A. In the next clock pulse CP3, 
the contents of register A are shifted to the left by one bit and the register is (2r2 + a1) = 9 formed. Partial 
remainder r3 = 9 – P = –5, while transmission r3 in register A is blocked and in it the old remainder (9) is 
saved. With the last clock pulse CP4, the contents of register A are shifted to the left by one bit and the 
register is formed (2r3 + a0) = 19, partial remainder r4 = R = 19 – P = 5.  
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Figure 7 – The diagram for an 8 - bit number algorithm 
 

 
 

Figure 8 – The diagram for a 16-bit number algorithm 
 
The figure 8 shows a similar diagram for the reducible number A = 2731710 with a resolution of               

16 mod P = 20910 with the bit 8. The clock pulses CP1 - CP8 forms r1 = 4, r2 = –201, r3 = –192, r4 = –174, 
r5 = –139, r6 = –68, r7 = 73 and r8 = 147 – 209 = –62, respectively. Thus R= 27317 mod 209 = 147. 

Also remainder values were calculated for the number of A with the bit 32 and 64. Figure 9 shows the 
dependence of resources expended FPGA Artix-7 driven on the bit number A. In this figure, LUT (Look-
Up Table) – conversion table, FF (Flip-Flop) - triggers, IO (Input/Output) - inputs/outputs.  

 

 
 

Figure 9 – Number of resources expended 
 

The number of used resources LUT and FF does not exceed even 1% of the resources Artix-7. This 
allows you to use this FPGA for numbers greater bit spine than 64. 

To determine the speed of the process of reducing the number module, an internal FPGA generator 
with a frequency of 100 MHz was used. It is known that the running time of the algorithm is directly 
proportional to half the length of the input bit. Knowing these data, you can calculate the elapsed time for 
reducing the number to a module: 

 / 2 /t k f ,                                                                    (1) 

where k is the bit of the reducible number A, f – frequency of the FPGA. For example, you can determine 
the speed for a 16-bit number, which will be 80 ns. 
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Conclusion. Number reduction mod is based on divider with blocking negative remainder to 
optimize the structure of the device for reducing number mod. Implementation of the device on FPGA 
Artix-7 (XC7A100T-1CSG324C). It shows the possibility of the applicability of divider with blocking 
negative balances to bring the numbers mod. 
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ТЕРІС ҚАЛДЫҚТАРДЫ БҰҒАТТАЙТЫН БӨЛУ  

ҚҰРЫЛҒЫСЫ НЕГІЗІНДЕ САНДЫ МОДУЛЬГЕ КЕЛТІРУ 
 

Аннотация. Асимметриялық криптожүйелердің уақыт бойынша күрделі негізгі операцияларлар бірі 
болып табылатын модулге келтіру операциясының аппаратты түрде жүзеге асырлыуы қарастырылды. Кез-
келген модуль бойынша қалдықты табу əдісі жəне теріс қалдықтарды бұғаттайтын бөлу құрылғысы негізінде 
əдісті жүзеге асыратын құрылғысы ұсынылады. Жоғары жылдамдықпен модулге келтіру құрылғысы бері-
леді: атап айтқанда, əр түрлі жекелеген қалдықтарды құрастырушылар негізіндегі бір жəне екі бірлікке келті-
рілетін санды жылжытатын матрицалық модульге келтіру құрылғылары. Ұсынылған тізбекті шешімдердің 
тиімділігі Xilinx-ден Artix-7 FPGA-да əртүрлі разрядты (2, 16, 32, 64) келтірілетін сандар үшін тексерілді. 
Artix-7 FPGA -ның жұмсалған аппараттар қоры (Look-Up Table, Flip-Flop, Input/Output) мен келтірілетін сан 
разрядтылығы бойынша тəуелділігі графиктер түрінде анықталып келтірілген.  

Түйін сөздер: асимметриялық криптоалгоритмдер, криптожүйелерді аппаратты жүзеге асыру, модульге 
келтіру. 
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ПРИВЕДЕНИЕ ЧИСЛА ПО МОДУЛЮ НА ОСНОВЕ ДЕЛИТЕЛЬНОГО УСТРОЙСТВА  

С БЛОКИРОВКОЙ ОТРИЦАТЕЛЬНЫХ ОСТАТКОВ 
 

Аннотация. Рассматривается аппаратная реализация критичной по времени одной из базовых операций 
асимметричных криптосистем - приведения по модулю. Предлагается метод определения остатка по произ-
вольному модулю от числа и устройство реализации метода на основе делительного устройства с блоки-
ровкой отрицательных остатков. Приводится устройство приведения по модулю, обладающее повышенным 
быстродействием: а именно, матричные устройства приведения чисел по модулю со сдвигом приводимого 
числа на один и два разряда на основе различных формирователей частичных остатков. Приводятся поша-
говые описания работ устройств и иллюстрационные примеры. Работоспособность предложенных схемных 
решения проверен на ПЛИС Artix-7 от Xilinx для приводимых чисел различной разрядности (2, 16, 32, 64). 
Выявлены и приведены в виде графиков зависимости затраченных ресурсов (Look-Up Table, Flip-Flop, 
Input/Output) ПЛИС Artix-7 от разрядности приводимого числа А. 

Ключевые слова: асимметричный криптоалгоритм, аппаратная реализация криптосистем, приведение 
по модулю.  
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