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INFORMATION SECURITY OF THE ELECTRONIC SOCIETY
AND THE INTERNET OF THINGS

Abstract. Cyberspace of the electronic society of any state is available for public opinion manipulating, for
computer espionage and surveillance, for organizing targeted attacks on state systems, businesses, individuals, for
monitoring by all interested persons and states which have special monitoring systems. There are given statistics on
the goals and types of cyberattacks (for 2017). New information and communication technologies that contribute to
the formation and development of electronic society lead to new risks and threats. The most destructive and difficult
to identify are threats of using advanced technologies of Internet of things. There are statistical data of computer
security testing of Internet of things devices that show their practical insecurity from cyberattacks. There are not only
technical, organizational and legal, but also moral, ethical, sociological, psychological and environmental problems
of information security ensuring. The problem of information security of the individual, connected with the human
factor, requires the integration of specialists from various fields of knowledge. There are shown statistical data on the
development of the information security market in the world. Were given examples of interstate interaction in the
field of information security, necessary in connection with the global nature of cyberthreats.

Keywords: electronic society, Internet of Things, threats of cyberspace.

Introduction. Nowadays almost all countries are involved in the process of formation and develop-
ment of electronic society as a part of the global information society. The components of electronic
society (ES) are information resources in electronic form, organizational structures, means of information
interaction. These components ensure the viability of the ES and prior to the 1980s they determined the
indicator of the development and maturity of the ES, but the most important thing was not taken into
account - the level of use of these components. The current indicator of the development and maturity of
ES is focused on the level of use of these components in various areas of society. In ES there can be
distinguished different domains: e-polity, e-finance, e-economy, e-city, etc. But the development of
electronic society is mainly determined by the development of four key domains: e-government, e-com-
merce, e-networking, e-working. Depending on the level of development of these domains, the stage of
development of the country's ES is determined: the initial stage is a formative stage, the stage of
development is the developmental stage and the mature stage [1].

Kazakhstan is at a formative stage, despite the fact that some of the reached indicators correspond to
the developmental stage. In the International rating of 2016 of the e-government development Kazakhstan
is on 33" place from 193 with the EGDI (UN-E-Government Development Index) at 0.725, with a "high"
level of development [2].

The development of information and communication technologies leads to the development of ES
cyberspace. New technologies such as Virtualization, Cloud Computing, Internet of Things (IoT),
Machine-to-Machine (M2M), Cyber-Physical Systems (CPS), etc. contribute to the development of ES,
providing comfort and efficiency of its use.

In article [3] there is presented the dynamics of changes of the basic bibliometric indicators (the
number of articles and citations) on the promising directions of information and communication
technologies is presented. Were used the data of the scientific publications databases EBSCO and
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ScienceDirect. The dynamism of publications reflects the accelerated dynamism of the development of
new information and communication technologies. But these new technologies bring not only new
opportunities with them, but also new problems of ensuring information security.

Problems of security ensuring of ES cyberspace. ES cyberspace is actively used for criminal
purposes to violate the privacy of citizens, for public opinion manipulating, for computer espionage and
surveillance, for organizing targeted attacks on state systems, businesses, individuals.

Attackers moved the focus of their attacks from ordinary users to corporations (since 2016). Figure 1
presents statistics of the cyberattacks targets in 2017 (April) [4].

Figure 1 — Distribution of cyberattacks targets

Statistics show that the dominant targets of cyberattacks were industrial systems (23.5%), then
ordinary users (20.0%) and state systems (10.6%).

According to the reports of Group-IB (one of the leading international companies for the prevention
and investigation of cybercrime) the amount of thefts caused by targeted attacks on banks increased three
times in 2016 in comparison with the previous year [5]. Increased the risk of attacks on a critical
infrastructure in the industrial sector. Were activated DDoS attacks, including the use of loT-devices.
Very popular are cyber espionage and interception of traffic at the level of mobile operators and Internet
providers.

Figure 2, which shows the ratio of different types of attacks in 2017 (April), clearly demonstrates the
diversity and frequency of various types of attacks use [4].

The first detailed instructions how to infiltrate in computer systems and manage them appeared
30 years ago. These were the first issues of the Phrack magazines in the US and The Hackers Handbook in
the UK. Nowadays the information resources of the ES include a variety of instructions for attacks
organization, all possible means of attacks implementation.

Cybercriminals for communication use closed networks and forums. There are hacking magazines,
teleconferences and hacking websites where hacker conferences are held. The annual conference of
hackers (Def Con) in Las Vegas in 2016 gathered more than 12 thousand participants, experts of the
highest class. There was performed a demonstration of hacking and remote opening of smart locks via a
Bluetooth connection. Before that, hackers specializing in hacking of computer databases organized their
Black Hat conference. We can talk about an actively developing cybercrime industry, which continuously
improves threats, increases the rate of their spread and is actively looking for ways to expand the working space.

More than 200 thousand users in 150 countries of the world suffered from the virus WannaCry on
May 12, 2017. Among them were state institutions, hospitals, energy and transport infrastructure facilities
around the world. On May 25, 2017 appeared information about a new class of vulnerabilities in programs
for video viewing. Experts estimate the number of potential victims in more than 200 million.
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Figure 2 — Cyberattack types usage

In March 2017 Wikileaks web-site started the publication of confidential US CIA documents
obtained from a highly-protected network in the CIA Cyber Intelligence Center [6]. Highly qualified
specialists of this center have developed many computer programs for computer espionage and sur-
veillance. Among them are password collectors, modules for capturing images and sound from web
cameras, exploits for various types of operating systems and mobile devices, various malicious programs
for stealing information, tools for intercepting messages (before encryption) and much more. Among the
confidential CIA documents there are instructions on the camouflage and concealment of traces of
cybercrime. Thanks to the leak and to the publication of the CIA's hacking information, anyone can take
advantage of opportunities that were formerly available only to American specialists. Including for
criminal activity, which poses a threat to the security of citizens, enterprises and state in the electronic
society.

The hacker group "Shadow intermediaries" published on April 14, 2017 documents about the infil-
tration of the US National Security Agency (NSA) into the society of the interbank SWIFT system. This
group, which appeared in 2016, put for sale programs of the NSA that were in their hands. Some of these
programs were distributed free of charge by the hackers in the Internet.

The concept and threats of Internet of Things. According to the review prepared for the
International Economic Forum in 2016 in Davos, the top 5 technological drivers of the fourth industrial
revolution are the Internet of Things [7]. loT (concept of 1999) is one of the most promising and
demanded technologies.

In the direction of IoT such world famous companies as Intel, Samsung Electronics, Dell, Broadcom
are actively working. All things in our life will be interconnected by a network like the Internet. Microsoft
Corporation has developed a free version of its operating system for the loT distribution support program,
is developing a whole set of Azure tools for IoT. Today IoT sensors are used everywhere, from fitness
trackers to sophisticated electronics in industry and agriculture. According to the forecasts of analysts of
International Data Corporation (IDC - an international research and consulting company engaged in the
study of the world market of information technologies and telecommunications) by 2020 the volume of
the IoT market will be 3 trillion dollars and 30 billion autonomous devices will be connected to the
Internet of things. Many loT-devices become symbols of prestige, fashion.

IoT-devices are digital intelligent devices with built-in means of interaction through network
technologies. One of the foundations of the IoT concept is M2M, which allows I[oT devices to
communicate with each other.

You can distinguish between different segments of the loT-devices application: smart city, smart
transportation, smart business, smart manufacturing, smart airport, smart home, etc.
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IoT-devices are an integral part of smart home. The smart home systems allow providing comfortable
living conditions, while reducing the consumption of consumed resources (electricity, gas, water). These
intelligent systems allow you to control various devices, monitor the operation of such subsystems as
heating, lighting, security, ventilation, air conditioning, etc. Management is performed remotely using
network technologies. In this case, control devices are loT-devices, with a built-in chip, which allows you
to control the device also from a mobile phone, using special software. This is an intelligent environment
and pervasive computer systems.

Threats carried out by loT-devices can not be noticed by users for a long time and lead to dangerous
situations. Recent computer tests of computer security of the smart home systems by different companies
showed their practical insecurity from cyberattacks. In 2015 Hewlett Packard Enterprise (HP) published a
report about the found 25 vulnerabilities tested by 10 home devices of the [oT class: Smart TV, webcams,
smart thermostats, intelligent electrical outlets, locks, home alarms, garage opening devices, control hubs,
smart scales, etc. Figure 3 shows the results of the researches [8].

Six out of 10 devices that
pcovide user intecfaces
were vulnecable to a range
of issues such as persistent

%55 and weak credentials. BD pEDCEHt

of devices along with theic
cloud and mobile
QD pEDcent application components
failed to require passwords
of a sufficient complexity
and length.

of devices collected at
least one piece of

pecsonal inforcmation via

the device, the cloud,

or its mobile application. L8] ?D Efcent
[} p

of devices along with their
cloud and mobile

?D pEDCEﬂt application enable an
of devices used attacker to identify walid
unenccypted netwock user accounts throough

sepvice. account enumercation.

Figure 3 — IoT-devices vulnerabilities

It turned out that 70% of devices use unencrypted network services, 70% of mobile and cloud
applications of loT-devices are available to attackers for receiving accounts, 90% of devices allow
receiving partial personal data of users, 80% of devices use passwords of insufficient complexity and
length and etc. The HP Fortify methodology was used to test the Internet of things on demand, combining
manual and automatic checks. Then there was the HP report on the study of the security parameters of the
10 most popular security systems of the smart home. The company's specialists easily cracked all ten
systems, using a number of vulnerabilities (weak password policy, no account lockout, easily selectable
user names, incorrectly configured data transfer encryption, incorrect SSL/TLS encryption protocol
implementation). 70% of the systems allowed unlimited transfer of account data through an unprotected
cloud interface. Only in one system there was used two-factor authentication. The found vulnerabilities
allowed to collect information about the home remotely, including information from video cameras.

Synack Company tested 16 smart devices, which (except one - a smoke detector) were cracked in less
than 20 minutes.

Symantec Company has tested the security of fifty IoT devices for smart homes [9]. All of them were
vulnerable. None of them used mutual authentication, complex passwords, it was not protected from
bruteforce (password selection by search). Moreover, one-fifth of all devices did not encrypt data
transmitting them to the cloud.

At one of the world's largest mobile industry exhibitions Mobile World Congress 2017 in Barcelona
there were demonstrated the results of experiments by Avast specialists, which showed that almost 5.3
million [oT devices in Spain connected to the Internet can be hacked [10].
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The presence of vulnerabilities of loT-devices is the mistake of both companies-developers, and those
companies that are engaged in the introduction of "smart technologies". Due to technical difficulties, many
companies-developers simply can not release devices with built-in protection functions, so cybercriminals
are increasingly using loT-devices. In addition, many users do not think about their security using loT-
devices.

Nowadays Industrial Internet of Things (IIoT) is actively developing. This is a multi-level system of
production facilities with sensors, controllers and software for collecting and exchanging data, united by
computer networks for remote monitoring and control in automated mode. IloT opens new opportunities
for increasing the efficiency of production processes at a qualitatively new level. This is an automated
digital production - Smart Manufacturing. The problems of IIoT security have their own peculiarities.

Trend Micro Company’s report indicates that from 83 000 industrial robots currently available from
the Internet around the world 5 000 do not have authentication mechanisms. In the robots there were found
65 vulnerabilities, which allow to bypass authentication mechanisms, to modify key settings and to change
the operation mode of the device [11]. During the hacking of industrial routers, an access to those devices
that are not connected to the Internet is also available.

Using 10T it is necessary to solve the problems of ensuring security in a comprehensive manner. In
the development and implementation of complex IloT infrastructure protection the participation of various
specialists in thesphere of production, development and deployment of IloT devices and infrastructure is
required: IloT manufacturers and integrators, IloT solution developers, IloT solution deployment
specialists, [IoT solution operators.

The threats brought by IoT devices are noticed by many specialists working in the field of
information security (IS). IoT technology appears in the Disruptive Civil Technologies (2008) report of
the US National Intelligence Council, as one of six potentially destructive technologies of the future [12].
There is also a forecast that by 2025 all the objects surrounding modern man can be equipped with IoT nodes.

Analysts predict that one of the main trends of 2017 in cybersecurity will be increasing attacks on the
IoT sector. Gartner Company in its review of key areas of information security for 2017 as one of the five
main areas identifies the safety of IoT. By 2020, Gartner predicts, more than 25% of known attacks on
enterprises will be conducted through IoT devices, but the IoT security budget will be only 10% of the
total IS budget. There is also a forecast that until 2018 more than 50% of IoT device manufacturers will
not be able to eliminate threats due to weak authentication methods [13].

The malicious and abusive use of [oT to carry out attacks, taking into account their wide distribution,
can lead to global catastrophes. The director of the US National Security Agency said that a number of
countries have sufficient capabilities for the implementation of cyber attacks that could cause the US
electricity network components disconnection (using M2M).

Nowadays there are created special worms and viruses which are introduced into IoT devices. These
malicious programs allow to attack millions devices connected to the network. Using M2M they can
propagate from device to device. The destructiveness of the potential lies in a wide range of targets for
attacks: from smart watch to medical equipment, including pacemakers, cardio defibrillators, insulin
pumps. In general, any devices connected to the Internet are vulnerable: televisions, kitchen appliances,
cameras, computer systems of cars, various devices, production facilities, etc. For example, there are
developed special programs for installation in vehicle control systems. They can be used to organize
planned accidents and for killing people. The US CIA together with british secret service MIS/BTSS has
developed an exploit for Samsung TVs (with microphones) called Weeping Angel. The program records
conversations in the room and sends them through the Internet to a specific server, even when the TV
looks turned off. In 2016 the botnet Mirai consisting of loT-devices participated in the organization of
DDoS-attacks, which by their power broke all records and led to the denial of service to the whole region.
In open access to the ES there are the source codes of this botnet. They can be used by anyone for their
criminal purposes.

Measures to ensure the safety of the use of [oT-devices are implemented only on the state level. The
European Commission plans to introduce mandatory certification of all devices related to loT-devices. Not
only the devices are needed to be controlled, but also the networks to which they are connected, as well as
the used cloud storages. The basis of cloud storages is the technology of virtualization, which is
characterized by new little-studied and little-researched risks and threats to information security [14].
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Ensuring with information security of ES. Existence in an electronic society, high risk of
cyberattacks forces to give priority to information security issues. Using information and communication
technologies the legal, organizational and technical problems of information security ensuring of society
and the state come to the fore.

First of all, it connects with the creation of a legal basis for ES. In different countries, this process is
at different levels of development. In legislation of all countries, including in the legislation of developed
countries, a large class of relations related to the turnover of information (and its use) still falls out from
the scope of legal regulation. No country can approve the completion of the creation of a legal basis for
ES, because the process of the electronic society development is a natural process of human development.

The appearance of new cyberthreats, their diversity leads to the need to improve technical facilities,
to the development of new methods and means of information protection, to new services of information
security ensuring.

To moral, ethical, sociological, psychological and environmental problems of information security
ensuring in ES there are paid much less attention. But these problems are more complex, because they are
related to the human factor. In modern cyberspace the problem of information security of a person is
especially urgent. Widely used for illegal purposes social engineering, based on a set of approaches of the
applied social sciences. According to statistics of 2016 27% of all cyber attacks used social engineering
methods [15]. Social engineering is used in the implementation of mass attacks and at the initial stage of
the targeted attack. This is a method for human actions control without the use of technical means, in order
to perform the actions required by the attacker.

It is possible to differentiate information-technical and information-ideological security of a person.
Accessibility and activity of information resources of electronic society plays not only a positive role in
the development of society. Factors such as direct access to the audience, the breadth of distribution, the
lack of verification of the reliability of information, the anonymity of activities in cyberspace are used to
devaluate and to replace common human values leading to the degradation of the individual and society as
a whole. Leading experts of relevant fields of knowledge should participate in solving these problems.

Electronic society with its risks and threats and the physical world are integrated into a single whole.
Solutions to ensure information security are become vital. The information security market is constantly
growing. According to IDC global revenue from IS-solutions will grow from $ 73.7 billion (2016) to $
101.6 billion (2020). The analysis was conducted on 8 regions, 53 countries and 20 industries. The
cumulative annual growth rate (CAGR) in this segment of the market will be 8.3%, which exceeds twice
the similar equivalent for the total amount of budgets for information and communication technologies in
the next five years [16].

Especially high growth rate of the IS market is observed in the countries where ES development
started later and goes according to an accelerated schedule. For example, according to IDC forecasts from
2017 the Russian market for information security services will grow by an average of 27.4% over the next
five years. The research of cyberthreats is an important component of information security. The service
market for cyberthreats research is steadily growing. In 2016 the volume of the Russian service market for
the cyberthreats research amounted 14.17 million US dollars, which is 23.1% more than in 2015 (report of
IDC Russia Threat Intelligence Security Services 2016 Market Analysis and 2017-2021 Forecast) [17 ].

There are no state borders in ES. On issues of timely response to information security incidents aimed
at the information infrastructure of states, more than 90 countries of the world interact through the CERT
system of coordinates. In Kazakhstan since 2011 there is a service for responding to computer incidents -
KZ-CERT. In 2012 KZ-CERT joined the international organization FIRST (Forum of Incident Response
and Security Teams), which unites the services of CERT around the world. KZ-CERT joined to the
Trusted Introducer for Security and Incident Response Teams (TI), and is a member of the APWG
antiphishing working group, a member of the CSIRT Assistance Program for security and incident
response. In 2016 KZ-CERT joined the alliance of the Services for Responding to Computer Incidents of
the Countries Participating in the Organization of Islamic Cooperation "(OIC-CERT).

The issue of harmonizing and adopting standards, laws and other documents in the field of protection
against cybercrime, common to the entire international community is topical.

The family of International Standards for Information Security Management Systems 2700X (used a
sequential numbering scheme starting from 27 000) includes the International Standards defining
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requirements for information security control systems, risk management, metrics and measurements, as
well as an implementation guide. The standards are developed by the ISO/IEC Joint Technical Committee
1 (Subcommittee 27) which is a division of the International Organization for Standardization (ISO) and
of the International Electrotechnical Commission (IEC) - ISO/IEC JTC 1/SC 27. ISO/IEC JTC 1/SC 27
was created In 1989. The sphere of its activity is the development of standards for the protection of
information and ICT. This includes generic methods, techniques and guidelines for both security and
privacy aspects [18]. Nowadays 55 countries are full members of ISO/IEC JTC 1/SC 27 (including
Kazakhstan), 22 countries have observer status. 27 Subcommittee developed and published 164 standards,
there are 72 standards for information security in the development. Accepted national standards in the
field of information security are harmonized with international standards.

The governments of the states where ES is actively developing accept the agreements on cooperation
in the field of international information security ensuring. There is an agreement between the governments
— members of the Shanghai Cooperation Organization (on June 2, 2011 it came into force) [19]. The
agreement covers the whole spectrum of problems of international information security - from cybercrime
and cyberterrorism counteraction to disarmament issues.

In 2013 between the countries-members of OSCE there were accepted Confidence Building Measures
in the field of cybersecurity. The countries of the European Union adopted in 2016 common documents in
the field of cybersecurity of data protection: Network and Information Security (NIS) Directive) and the
General Data Protection Regulation (GDPR) of the European Union. The directive is mandatory for all EU
members, it represents the first EU legislation on cybersecurity. It aims to improve the overall security of
networks and information systems within the EU on the basis of: improving cybersecurity at the national
level; strengthening cooperation in the EU; risk management and reporting obligations in case of incidents
for providers and digital service operators. The regulation is aimed at strengthening measures to protect
personal data. It is mandatory for all EU countries, as well as companies offering goods and services for
the EU, monitoring the citizens of the EU.

Conclusion. Potential catastrophic consequences of crimes in ES cyberspace can be compared with
the consequences of the nuclear weapon. Ubiquitous transformation into Internet nodes of common things
can damage national information security, it has a potential danger to the lives of people and to organi-
zations.

The development and acceptance of state cyber security doctrines is topical. In Kazakhstan, although
with a delay, the work is also under development and adoption Cybersecurity Concept (Cyber shield of
Kazakhstan) [20]. The level of information security in Kazakhstan today does not meet the needs of
society and the state. The creation of a cybershield is a complex, resource-consuming, multifaceted, but
vitally necessary state matter. Only the joint efforts of the state, business and ordinary users the collapse
can be avoided.

Due to the absence of ES boundaries to ensure information security, it is necessary to unite all its
members and all states to cybercrime counteract. The accelerated dynamism of the ES development and of
the new information and communication technologies, the global nature of cyberthreats require the same
dynamic and global interstate interaction. For consideration to the UN General Assembly Russia is
preparing to make a resolution on information security. There should be both national and international
monitoring of the state of the problem of information security. The issue is very complex, because the
military, economic, social and diplomatic interests of various states are closely intertwined in cyberspace.

The famous American sociologist, publicist-futurist E.Toffler in his book "The Third Wave" almost
40 years ago warned that in the society of the third wave of civilization there is a potential danger of
control not of technology by people but of people by technologies [21]. These warnings of the former
honored associate professor of the University of National Defense in Washington are relevant and deserve
attention not only to IS specialists, but to the entire international community.
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K.U. Cornaes atbigarsl Kazak yJITThIK TEXHHKAIBIK 3epTTeY YHHUBEpCUTETI, Anmarsl, Kazakcran

SJEKTPOH/ILIK KOFAMHBIH AKITAPATTBIK KAYIIICI3IIT]
"KOHE UHTEPHET 3ATTAP/bIH

AnHoranus. Ke3 keiareH MeMJICKETTIH 3JIEKTPOHIBI KOFAMHBIH KHOSPKEHICTITT apHaiibl MOHUTOPUHITI XKYHeci
Oap OapibIK TYIFagap MEH MEMJICKETTEPIiH MOHHTOPUHTIHE KODKETiMAl. OJ KOFaMIBIK OHIbI MaHHITYJIAIUSIIAY
YILiH, KOMITBIOTEPJIIK THIHIIBUIBIK JKOHE aHy YIIiH, MEMJIEKETTIK XyHernepre, OU3HeC, )KeKe TYPFhIHAApFa MaKCaTThl
madysuIIap/Abl YHBIMIACTHIPY YIIIH KYKBIKKA Kapchl MakcaTTapia OenceHii KonpaHbutaabl. Kubep mraOysuinap
MakcarTapsl MEH Typiepi OoiblHIIA capanrama kentipiuremi (2017 »xpur OoiibIHIIA). DJIEKTPOHABI KOFAMHBIH
KaJIBIITACYbIHA KOHE JaMybIHa YJIeC KOCAaThIH jKaHa aKIapaTThIK-KOMMYHHUKALMSIIBIK TEXHOJIOTHSIAD YKaHA TOYKeJ-
Jep MeH KayinTepre akeieai. EH )KOWKBIH )KoHE KUbIH aHBIKTANIATBIH KayinTep MHTepHeT 3aTTapIbiH KeJleleK TEXHO-
JOTHSUIAPBIH Taiinananysl Ooneim TaOpanel. HTEpHET 3aTTap KYPBUIFBUIAPBIHBIH KOMITBIOTEPIIIK KayilCi3MiKTiH
TECTUICYIHIH CTaTHKAJbIK AEpeKTepi KenTipijenl, amaiiia onap kubOep waOybUimapAaH OJapIblH TIKIpUOUeETiK
OCalIBIFBIH KepceTedl. AKMapaTThIK KayilCi3[iKTI KaMTaMachl3 €Ty TeXHHMKAIBIK, YHBIMIACTHIPYIIBUIBIK JXOHE
KYKBIKTBIK IIpOOJIeMalIapbIHbIH MIENIIMiHFaHa Tajal eTHelai, COHBIMEH KaTap MOpPalibIi-3THKAJIBIK, COLOIOTUSIIBIK,
MICUXOJIOTHSIBIK JKOHE JKOJIOTUSUIBIK. AaMu (pakTOpMeH OaiIaHBICTBI TYJIFAHBIH aKOApaTThIK KayillCi3aiK Mmpoo-
JieMachl, OUTIMHIH TYpIIi cajlajiapblHia MaMaHJap MHTETPALMSCHIH TaJlall eTe/ll. AKIapaTThIK KayIICi3/1iK HapbIFbIHBIH
JlaMybl OOMBIHILIA CTATHKAJIBIK JIEpEeKTep AYHHE KYy31 OoibiHIna Kentipineai. Kubep karepnepain sxahanablk cunart-
TBUIBIFbIHA OAMJIAHBICTHI TAJNAIl €TUIETIH aKMapaTThIK KayilCi3IiK calachlHIarbl MEMJICKETAPAJIBIK BIHTBIMAKTACTHIK-
TBIH MbICAJIJIapbl KENTIPiJIreH.

Tyiiin ce3aep: >eKTPOHIBI KOFaM, HHTEPHET 3aTTap/IbIH, KHOEPKEHICTIKTIH Kayinrepi.
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E. K. AiiTxoxkaeBa, H. A. CeiijioBa

Kazaxckuil HarmoHaIBHBIN HCCIe0BaTeNbCcKuil Texandecknii yanBepeuteT uM. K. U. Carmnaera,
Anmartsl, Kazaxcran

NHOOPMALMOHHASA BE3OITACHOCTD QJIEKTPOHHOI'O OBIIECTBA
U UHTEPHET BEILEA

AnHotanusi. KubeprpoctpancTBo 3J€KTPOHHOTO OOIIECTBa JH000r0 rocyAapcTBa JOCTYITHO ISl MaHUITYJIU-
pOBaHHMs OOIIECTBEHHBIM MHEHUEM, JIJIsi KOMITBIOTEPHOTO HIMHOHAXKA M CIICKKH, JJIsl OPraHu3alMy [EeJIeBbIX aTaKk Ha
rOCYIapCTBEHHBIE CUCTEMbI, OU3HEC, OTENBHBIX TPAXK/IAH, JJIsl MOHUTOPUHIA BCEMH 3aUHTEPECOBAHHBIMU JIMLIAMH U
roCcyapCTBaMH, UMEIOIIMMH CIIeHalIbHbIE MOHUTOPUHIOBbIE CUCTEMBIL. [IpUBOUTCSI CTATHCTHKA TI0 LIEJSIM M THUIIaM
kubeparak (o 2017 rony). HoBble HHPOPMAIIMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH, COCOOCTBYOIINE (hopmu-
POBaHMIO U Pa3BUTHIO 3JEKTPOHHOTO OOIIECTBA, HECYT HOBbIE PUCKH U Yrpo3bl. CaMbIMH Pa3pyIIUTEIbHBIMU U
TPYZHO BBISIBIISIEMBIMHU SIBJISIFOTCSI YTPO3bl UCIOJB30BaHHS IEPCIEKTUBHON TEXHOJIOTHH MHTEpHET Bereil. [IpuBo-
JUITCSL CTATUCTUYECKHE JIAHHBIE TECTUPOBAHMUSI KOMITBIOTEPHOW 0€30I1aCHOCTH YCTPOMCTB MHTEPHET Bellleil, KOTophIe
MOKAa3bIBAIOT UX MPAKTUYECKYI0 HE3alUIEHHOCTh OT kuOeparak. CylIecTBYIOT HE TOJIbKO TEXHUYECKHE, OpraHmh3a-
LHOHHBIE U IMIPABOBbBIC, HO U MOPAIBHO-ITHYECKUE, COLIMOJIOTNYECKHEe, ICUXOJIOTHYECKHE U IKOJOTHYECKUe Mpoo-
neMbl obecniedeHus: HPpopMalmoHHOH O6e3onacHocTh. [Tpobnema nHdopMamoHHO# 6€30MaCHOCTH JTMYHOCTH, CBSI-
3aHHas C 4elIoBeuecKuM (hakTopoM, TpeOyeT MHTErpaluy CIIEIMAIMCTOB pa3iniHbIX oOnacteil 3Hanuit. [IpuBogstces
CTaTUCTUYECKHE IaHHbIE 10 Pa3BUTHIO PhIHKAa WH(OpMalMOHHOI Oe3omacHocTH B Mupe. [IpuBOAsATCS MpUMeEphI
MEXTOCyIapCTBEHHOTO B3aMMOACUCTBHS B chepe MHPOPMALMOHHONW OE30MaCHOCTH, HEOOXOIMMOTO B CBS3H C TJIO-
GampHBIM XapaKTepoM KHOepyrpos.

KaroueBble ci10Ba: 2J1eKTpOHHOE O0IIECTBO, MHTEPHET BEILEH, YIPO3bl KHOEPIPOCTPAHCTBA.
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