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ENCODING OF NEURAL NETWORK MODEL EXIT SIGNAL,
THAT IS DEVOTED FOR DISTINCTION OF GRAPHICAL IMAGES
IN BIOMETRIC AUTHENTICATE SYSTEMS

Abstract. Article is devoted to a problem of enhancement of technologies of application of neural network
models for recognition of graphic images in the biometric authentication systems. It is shown that a significant short-
coming of modern technologies is the insufficient efficiency of training neural network models, which is associated
with the insufficient quality of statistical data processing. One of the important reasons of it is absence of correlation
between the expected output signal of educational examples and closeness of standards of the recognized classes. It
is offered to increase quality of educational examples due to use of the procedure of neural network coding of value
of the expected output signal of educational examples which allows to consider closeness of standards of the
recognized classes in this signal. The coding procedure of the expected output signal providing use of a probable
neural network is developed. Feasibility of application of a probable neural network is defined proceeding from low
resource intensity of its training. Besides, in its educational examples the expected output signal can be provided not
by number, but the name of the expected class. The appropriate mathematical apparatus is created. As a result of
numerical experiments it is shown that application of the developed procedure allows to reduce by 30-50% the num-
ber of the computing iterations necessary for achievement of the given error of training of a multi-layer perceptron
which is basic neural network model for recognition of graphic images in the systems of biometric authentication. It
specifies prospects of use of the proposed solutions for increase in efficiency of the neural network technologies
applied in the systems of biometric authentication.

Keywords: neural network model, training, educational example, biometric authentication.

Introduction. The proved ability of neural network models (NNM) to effectively approximate
multivariate table valued functions provided their broad application for recognition of graphic images in
the systems of biometric authentication (SBA) [1-3]. Though the practical experience of use of the known
neural network systems and the analysis of sources [4-20] specifies rather powerful scientific and practical
practices in this direction, but the same analysis specifies also insufficient learning efficiency of NNM
which are a basis of the specified systems. We will mark that in the modern SBA the greatest distribution
was gained by NNM like a two-layer perceptron, a convolution and deep neural network. In fact these
NNM are modifications of a classical multi-layer perceptron. Key parameters which define learning
efficiency of such models is time and an error of training [7-10, 21]. Values of these parameters directly
depend on quality of educational examples which in case of the given statistical selection shall be
provided due to different processing procedures of statistical data [15, 17].

Results [4, 6, 7, 16, 19] demonstrate that the majority of approaches to processing of statistics assume
performing procedures which only adapt parameters of educational examples to the look suitable for
application in NNM. At the same time [8] specify data that to reduce time and an error of training it is
possible due to reflection in the expected output signal of educational examples of closeness of standards
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of the recognized classes. In the same work [8] it is shown that it is possible to realize such display by
means of the procedure of expert assessment of closeness of the specified standards. However use of the
offered procedure is connected to need of involvement of highly qualified experts for specific application
area that in many cases is impossible. Also it is possible to apply algorithmic criterion for evaluation of
closeness of standards to implementation of display. However development of qualitative criterion
requires the considerable efforts. At the same time the task of assessment of closeness of a limited set of
standards can be considered in a perspective of use of low-resource neural networks for prospecting data
analysis [5, 12]. It is necessary to mark that for coding of an output signal of educational examples of a
multi-layer perceptron isn't found in the analyzed literature of researches of the low-resource neural
networks directed to creation of the procedure of application. Besides it is possible to formulate an output
that the majority of the modern scientific and practical operations are devoted or to questions of adaptation
of neural network architecture to conditions of an objective of recognition or questions of formation of
learning selection. So in robots [5, 10] the method of determination of optimum type of architecture of
NNM is developed. This work [11] is devoted to the task of enhancement of structure and an algorithm of
training of the multi-layer perceptron intended for use in systems of information security. The purpose of
the work [7] is development of models and algorithms for creation neuro indistinct genetic systems of
recognition of graphic images and its application for automation of operation of mail service. Within
implementation of a goal the modified model of the indistinct neural network intended for image
identification is developed and also it is developed modified genetic an algorithm of training of such
network. It is shown that application of the proposed solutions allows to reduce time of training of a neural
network. In work [4] is claimed that, the correct formation of learning selection often has crucial
importance in tasks of machine training. It is also shown that in the modern literature on machine training
in questions of formation of learning selection attention is almost not paid, the theoretical basis is
practically absent. Further in article different methods of formation of a learning set are considered, their
advantages and shortcomings are analyzed. The list of possible errors when forming a learning set is
provided, methods of adding of data in a learning set are considered. On the example of training of
decision trees importance of the correct formation of a learning set is shown. At the same time the
question of coding of the expected output signal remains open. The work [13] is devoted to survey
comparing of efficiency of image understanding by convolution deep neural networks, which parameters
of educational examples were set by experts, or were calculated with the help of the formalized
procedures. The hypothesis that when using multi-layer/deep neural networks, it is necessary to get rid of
a row of the ideas inherited from the past about manual separation of signs is made. It is specified that
beforehand it is necessary to initialize detectors of the first convolution layer algorithmically, in a special
way analyzing all turned-out patches patterns of the small-sized size "cut" from all reference images. After
that the found values of weight factors should be specified in together with training of the subsequent
layers of a network. Article [6] is devoted to development of a method of formation of representative
learning selection of images for training of a subsystem of automated recognition of objects of air
reconnaissance. The method assumes use of a convolution neural network. It is claimed that application of
the developed method allows providing a representativeness of learning selection at the expense of the
accounting of the parameters influencing results of recognition of objects on aerial photographs. In this
case the representativeness is understood as compliance of characteristics of learning selection to
characteristics of population of statistical data in general. In the done researches the accent is delivered
only on determination of the informative input parameters of educational examples.

Formulation of the problem. The purpose of the real research is development of the procedure of
application of low-resource neural networks for coding an output signal of educational examples of a
multi-layer perceptron, which at the expense of the accounting of closeness of standards of the recognized
classes allows increase efficiency of its training.

Development of coding procedure of the expected output signal. We detail the task of reflection
in an output signal of educational examples of closeness of standards on a specific example of neural
network recognition of uppercase printing letters of the Russian alphabet which are displayed in black
color on a white background. The classical coding procedure of parameters of standards of letters
illustrated with Figure 1 consists in sequential implementation of five stages.
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Figure 1 — [llustration of coding procedure

1. Every letter accommodates in a separate rectangle of the fixed size, which is partitioned into cells
by a grid chart. The quantity of these cells determines the number of input parameters of neural network
model. In Figure 1 this quantity is equal:

K=axb=11x10=110, (1)
where a and b — height and width of a rectangle which describes a letter. Within a separate rectangle each
cell assigned certain number which corresponds to number of the entering parameter of neural network
model.

2. For a separate letter value of i-th input parameter is equal 1 if i-th a cell is filled in black color, and
is equal 0 in case it is filled in white color.

3. Letters registered and numbered in alphabetical order.

4. Number of a letter in the alphabet defines the raw value of the expected output signal of neural
network model. Thus, for a letter A the raw value of the expected output signal is equal 1, for a letter b - 2,
and for a letter JI - 13.

5. For each letter the raw value will be transformed to the look suitable for use in neural network
model. Depending on structure of neural network model are possible two options of conversion.

Option 1. The output signal of neural network model is defined by one output neuron. In this case for
a standard of n-th letter the expected output signal is determined using the following expression:

Y= ym)/N=n/N 2)
where ;(n) — the raw value of an output signal of a standard n-th letters, n — number of a letter in the
alphabet, N — quantity of letters in the alphabet.

Option 2. The output signal of neural network model is defined by a set of output neurons, which

amount is equal to quantity of letters in the alphabet. Therefore, for an educational example of a standard
n-th of a letter the expected output signal is defined so:

= ym)/n=1
y,(m)=ym)/n , 3

y,(n)=ym)—n=0,k=1,.N k#n

where k - number of output neuron.

The basic lack of the described coding procedure is that the value of the raw expected output signal
defined at the fourth stage badly corresponds to geometrical closeness of the recognized images.

To solve this disadvantage, it was proposed to use the probabilistic neural network PNN to estimate
the proximity of the standards, in which educational examples the expected output signal represents not
number, but the name of a class [21]:

{x}K — Name, | 4)

where {X}K — a set of input parameters, Name, — the name of a class to which this educational example

belongs.
For an example in Figure 2 the structure of the PNN network which is intended for correlation of
unknown graphic images to one of three classes - A, B or C is shown. It is supposed that each of graphic

images is placed in a separate rectangle by the size of @ X b pixels. The number of PNN inputs is equal to
the number of class features and is determined using (1).
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X1

X2

Lncon

Figure 2 — Example of structure of the PNN network

The network consists of four layers of neurons: input - Ln;,, images — Lny, adding — Ln, and a output
— Ln,,n. The number of neurons in the layer of images is equal to the number of training examples, and the
number of neurons of the summation layer is equal to the number of classes. The element of a layer of
images is connected only to that element of a layer of summing to which corresponds the class of an
image. When learning for links that are in the neuron of the image layer, the weight coefficients are set to
the same as the constituent parts of the corresponding learning vector. The weight coefficients of the links
entering the neurons of the summation layer and the output element are equal to 1. Thus, all PNN
parameters are directly determined by the training data. The output signal of an arbitrary j-th neuron of the
image layer is calculated as follows:

LS _(Wk,'_xk)2
y, = exp ——— ||
k=1 O

)

where X — k-th component of an unknown image, W, ; weight factor of communication between k-th

input neuron and j-th neuron of a layer of images, K — quantity of components of an input image, ¢ —
radius of function of Gauss.
In neurons of a summing layer the linear function of activation is used. The output signal of n-th

neuron for summing layer (V) is calculated so:
1

D

— =l
Y, T (6)
where | — amount of neurons of the images layer of connected to n-th neuron of a summing layer, y; —
activity i-th neuron of the layer of images connected to # neuron of a summing layer.

The value of Y, is equal to the probability of assigning the input image to a class that corresponds to a
given neuron. The task of an output element is only determination of neuron of a layer of summing with
the maximum activity. Although the result of PNN recognition is only the name of the most probable
class, but the Y, values indicate the probability that an unknown input example belongs to one of the
recognizable classes.
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The offered procedure of use of the PNN network for coding of the expected output signal is as
follows:

— by means of expression (4) the set of educational examples which correspond to a set of standards
of the recognized classes is created;

— learning of a network is implemented;

— on an input of the trained network standards of the recognized classes sequentially move. For each
standard the help of expressions (5, 6) values of output signals of neurons of a layer of summing are
calculated.

The scaled values of these signals will also be the expected output signal for an NNM based on a
multilayer perceptron.

Will consider application of the developed coding procedure on a specific example of recognition of
8 abstract black-and-white figures shown in Figure 3.

NS

Figure 3 — Recognized figures

Fi Fs Fz Fg

Each figure is written in a square 3x3 i.e. the number of input parameters of NNM is equal to 9. Each
figure is accepted in the form of a standard of the recognized class. With the help of the expression (4),
many input and output parameters of the training examples of these standards are formed. For example,
k= {0,0,0,1,1,1,0,0,0}. After that, the structure of the PNN network shown in Figure 4 was constructed.

Acceptc =0,5.

\{Z

\(:]

\G]

Yes

Yry

Yrg

Figure 4 — Structure of the PNN network for recognition of the abstract figures

Application of the built network allowed is to carry out coding of an output signal for each of
standards. Value of these signals are provided to table.
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Value of the expected output signals

Output Name of references

signal F, F, F, F, Fs F F, Fg
Yr; 9,00 5,07 5,07 3,11 3,11 6,05 5,07 7,04
Y2 5,07 9,00 5,07 7,04 3,11 6,05 5,07 3,11
Y3 5,07 5,07 9,00 7,04 3,11 6,05 5,07 3,11
Y4 3,11 7,04 7,04 9,00 5,07 4,09 3,11 1,15
Yrs 3,11 3,11 3,11 5,07 9,00 0,16 3,11 5,07
Yre 6,05 6,05 6,05 4,09 0,16 9,00 6,05 4,09
Yer 5,07 5,07 5,07 3,11 3,11 6,05 9,00 7,04
Yrs 7,04 3,11 3,11 1,15 5,07 4,09 7,04 9,00

For use of the received results in the educational examples oriented on neural networks with
sigmoidal function of activation it is necessary to carry out their scaling in the range [0,1]. It is for this
purpose possible to use shown in [5, 6] expression:

yin _ymin
ymax _ymin

) (7

where y - the scaled value of an output signal, V;, - original value of a signal, V. and Vi, - maximum

and minimum value of the original output signal.

After carrying out the appropriate calculations using (7), the obtained scaled values of the expected
output signals were used in the formation of training examples for a two-layer perceptron. The made
comparative experiments showed that use of such educational examples allows reduce by 30-50% the
number of computing iterations concerning examples in which the well-known coding is used. Thus, in a
basic case, proved can read prospects of application of the developed coding procedure.

Conclusion. It is shown that one of important shortcomings of application of neural networks
technology on the basis of a multi-layer perceptron for recognition of graphic images in systems of
biometric authentication of users is insufficient quality of processing of statistical data which are used
when forming parameters of educational examples.

It is offered to increase quality of educational examples due to use of the procedure of neural network
coding of value of the expected output signal, which allows to consider closeness of standards of the
recognized classes.

The coding procedure of the expected output signal providing use of a probable neural network is
developed. As a result of numerical experiments, it is shown that the application of the developed
procedure allows reducing by 30-50% the number of computational iterations necessary to achieve a given
error in the training of neural networks intended for recognition of graphic images in biometric
authentication systems.
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'Kues ¥orreik Kypbiisic sxone Coyier YHHBEpCHTET,
*Yxpauna ¥ourreik TexHHKaIbIK YHuBepcuTeTi, Knues, Yikpansa,
3K.I/I.CaTnaeB ateiHaarsl Kazak ¥urTeik TexHukansk 3epTrey Y HuBepcuTeti, Anmatel, Kasakcran

BUOMETPUSLIBIK AYTEHTHOUKALUA JKYWUEJEPIH/E IT'PA®UKAJIBIK YT LJIEPI
TAHYFA APHAJIFAH HEMPOXEJJIIK MOJAEJIBJAEI'T IBIFBIC CUTHAJIBIH KOJATAY

AHHoTammsl. Makaja aknapaTThIK JKyilenepieri maiaanaHylbuiapabl OHOMETPHUSIIBIK ayTCHTU(HKALMSIAY
Kyienepinme rpadUKaNbIK YITUIEpl TaHyFa apHaJFaH HEHpPOXKENUIIK MOACIbAEp Il MaiifanaHy TeXHOIOTHIIapBIH
KeTinmipyaeri npobiemara apHanFad. Kazipri 3aMaHFBI TEXHOJOTHSUIAPIBIH HETI3T1 KEMIIUITi, OKYy MBICalIaphiH
KaJIBIITACTRIPY KE3IHIEeTi CTAaTHCTHUKANBIK JCPEKTEPHAiH calachl3 eHIelyiHe OaiIaHbICThI, HEHPOXKEIUTIK MOJIENb-
JIepAii OKBITY Ke3iHIe THIMCI3 eKeH/Iri kepceriireH. MyHbIH MaHbI3bl Oip ce0ebi, OKy MbICaapblHAaFbl KYTUITeH
IIBIFBIC CHTHAJIAPBIHBIH apachlHIAFbl KOPPEJALUAHBIH OOJIMaybl JKOHE TAHBUIATHIH KJIaCCTaplblH JTATOHAAPBIHBIH
KaKbIHIBIFBL. OKYy MBICAJJapbIHBIH KYTUII€H IUBIFBIC CUTHAIBIHBIH IaMachlH HEHPOXKENITIK KOATAY PACiMi apKbLIbI
OKY MbICAJIAAapbIHbIH CalaCblH apTTbIPY YCBIHBIIFaH, OJI TaHbUIATBIH KJIAaCCTApPAbIH 3TAJIOHAAPBIHBIH KaKbIHAbIFbIH
KapacTblpyFa MYMKiHIIK Oepexi. bIkTuManapl HEHpPOHABIK KeNiHI KOJJIAHYIbl KapacThIpaThlH KYTUITE€H WLIBIFBIC
CUTHAJIBIH KOATAY PaciMi d3ipyieHreH. bIkTumanabl HeHPOHIBIK JKeli KOJIJaHy MaKCaThbIHA COUKECTITi, OHBIH TOMEH
pecypc CHIHBIMIBLIBIFBIMEH aHbIKTaNFaH. COHBIMEH KaTap, OKYy MbICAJAApbIHJa MIBIFBIC CHTHAJbl CAaHMEH eMec
KYTUIreH Kiacc aTaybl TypiHae 0osrybl MyMKiH. ColikeciHIe MaTeMaTHKaNbIK anmapaTt Kypbuiiel. KenrereH toxip-
Ouenep HoTEXHECIHAE, A31PIICHIeH PACciMIIl KOJaHy rpaMKaibIK YITiJIep/i TaHyFa apHaJIFaH OMOMETPHUSUIBIK ayTeH-
TUUKAIS JKYHeepi Heri3ri HeHpOoXKeIIiKk MOIeNb IiH KOKa0aTThl IepCeNTPOHABI OKBITYFa KEPEKTi TallChIPhUIFaH
KaTeHi ecentey wnrtepanmsicel kemeMmin 30-50% asaiiTyra OosaTBIHBIH KepceTTi. byn yCBIHBUIFAaH MIemIiMIepAiH
OMOMETPHSIIBIK ayTEeHTU(QUKAIMS JKyHenepiHae KONIAHBUIATBIH HEHPOXKENITIK TEeXHOJOTHSIIAPABIH THIMILUTITIH
apTTHIpYyFa KOJJIaHy KeJIEIIeKTi eKeHIH KopCeTe/Ii.

Tyiiin ce3mep: HEHPOXKEINLIIK MOJIEIIb, OKY, OKY MbICAILAAPbI, ONOMETPHSIIBIK ayTeHTU(UKALINS

— 223 ——



Uszeecmus Hayuonanvuot akademuu nayk Pecnyonuxu Kaszaxcman

JL Tepei’moncxaﬂl, n. Tepeiilconcxniiz, E. AiitxoxkaeBa’, C. Teinbivéaes®, A. Uman6aes®

"KueBckuit HALMOHATBHBII YHHBEPCHUTET CTPOUTENECTBA U apXUTEKTypHl, Kies, YkpanHa,
’HauroHa bHBIH TEXHUYECKHI yauBepcureT Ykpauasl KITN num. Urops Cukxopckoro, Kues, Ykpanna,
3Kazaxckuii HAMOHAIBHBIN HCCIIEI0BATENBCKUN TEXHUYECKHI yausepcureT uM. K. . CarmaeBa, Aimartsl,
Kazaxcran

KOANPOBAHUE BbIXOJHOI'O CUT'HAJIA HEMPOCETEBOM MO/JIEJIH,
IPETHABHAYEHHOU UIS1 PACHHO3HABAHUA I'PAOUYECKHX OBPA30B
B CUCTEMAX BUOMETPUYECKOU AYTEHTU®UKALINHN

Annoranus. CTaThs MOCBSIIEHA MPOOJIEeMe COBEPIICHCTBOBAHUS TEXHOJIOTHUH NMPUMEHEHHS HEWPOCETEBBIX
MoJeNelt ISl pacTio3HaBaHUs rpaduIeckux oOpa3oB B cUCTeMax OMOMeTpruiecKoil ayTeHTudukanuu. Ilokazano, 9To
CYIIECTBEHHBIM HEIOCTATKOM COBPEMEHHBIX TEXHOJOTHU SBISIETCS HEIOCTATOYHAs S(P(PEKTUBHOCTH OOYUCHUS
HeMpoCceTeBbIX MOJIeJIel, CBA3aHHAs C HEIOCTATOYHBIM KaueCTBOM OOpabOTKM CTATHCTHYECKUX AaHHbIX. OIHON U3
BaXHBIX NPUYUH ITOTO SBISETCS OTCYTCTBHE KOPPEIIIMH MEXIY OKHUAAEMBIM BBIXOJHBIM CHTHAJIOM YYEOHBIX
MIPUMEPOB U OIM30CTHIO 3TATOHOB PACIIO3HABAEMBIX Ki1accoB. IIpeioskeHo MOBBICHTE Ka4eCTBO YUEOHBIX IPUMEPOB
3a CUeT HUCIOJIb30BaHUs MPOIEIYPhl HEHPOCETEBOTO0 KOMUPOBAHMS BEIUYMHBI OXHIACMOIO BBIXOIHOI'O CHIHAJIA
y4eOHBIX MPUMEPOB, KOTOpasi MO3BOJSICT yUECTh B 3TOM CHUTHAJE OJIM30CTh ITAJOHOB PACIIO3HABACMBIX KIIACCOB.
Pa3paborana mporenypa KOAMPOBAaHUS OXHUAAEMOTO BBIXOJHOTO CHTHANIA, MPEIyCMATPUBAIOINAS HCIOJIH30BAHUE
BEPOSATHOCTHOH HelpoHHO# ceTu. LlemecooOpa3HOCTh MPUMEHEHUs BEPOSTHOCTHOW HEHPOHHOW CETH OIpejesicHa
UCXOJs W3 HU3KOW PECypCOeMKOCTH e¢ o0ydeHus. KpoMe Toro, B ee y4eOHBIX IpUMepax OKHIACMBIA BBIXOIHOMN
CHUTHAJI MOXKET OBITh TIPEICTABIICH HE YMCIIOM, a Ha3BaHUEM OXHaaeMoro kiacca. CopMHpPOBaH COOTBETCTBYOIIUI
MaTeMaTHYeCKuil ammapar. B pe3ynbraTe YHCICHHBIX KCIEPUMEHTOB ITOKa3aHO, YTO MPHMEHEHHE pa3padOoTaHHON
nporenyps! mo3BoisieT Ha 30-50% yMEHBIIUTh KOJINYECTBO BBIYHCIUTENBHBIX UTEpAIHid, HECOOXOIUMBIX JJIS JOCTH-
KEHUsI 33/IaHHOM OIIMOKKM 00yUYeHHsI MHOTOCJIOWHOTO MEePCeNTPOHa, KOTOPbIH sBIsieTcs: 6a30BOM HelpoceTeBol Mo-
JIENTBIO JJISl pacTO3HABaHMS IpaduuecKux o0pa3oB B CHCTEMax OHOMETPHUYECKOH ayTeHTH(HUKAaIuu. DTO yKa3bIBaeT
Ha IMEePCIEeKTUBHOCTh HMCIOJIb30BAHUS MPEUIOKEHHBIX PEIICHHH /sl MOBBIIICHUS! d((PEKTUBHOCTH HEHPOCETEBBIX
TEXHOJIOTHi1, IPUMEHIEMBIX B CHCTEMaX OMOMETPHYECKOH ayTeHTH()UKAIIHK.

KoueBsbie ciioBa: HelipoceTeBasi MOJIelb, 00y4eHHe, YUeOHbIH IpUMep, OHOMeTpUYecKast ay TeHTU(QHUKAIHS
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