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PROTECTION OF IP-TELEFONY NETWORKS
ON THE BASIS OF ASTERISK FROM INTERCEPTION OF DATA

Abstract. Nowadays the new round of technologies development on voice transfer, and IP-telephony is obser-
ved. In a type of the growing levels of demand and popularity of IP-telephony as bases of corporate communication
infrastructure creation there is a question of ensuring at most a level of its safety. As the server of IP-telephony has
direct access to the network the Internet, and authentication of subscribers happens to IP addresses. In this article the
issue of safety of telephony on the basis of Asterisk from interception of these clients is resolved. As the network
analyzer the software of Wireshark is used. As soft phone and client base laptops, computers, and gadgets which pass
tests are considered. Communication of clients with the server passes through a wireless point of WiFi access. The
attacking device is the laptop on which the software package of CommView for WiFi is established. By the result of
carried out test the analysis of network's vulnerability was made. Recommendations about a measure of protection
from unauthorized access are made. The optimum option of network protection is offered.

Keywords: IP-telephony, protocol, address, wireless attacks, server, Asterisk.

Introduction. For the development of information technology of telecommunication systems', chair
of Karaganda state technical university established laboratory and had tested the implementation of
protection which was carried out from malicious to a IP-telefony network for definition of weak spots in a
network. And the results were taken on its protection. Generally information gets huge value, and modern
technologies allow bringing in every spot on the globe very quickly and without use of the expensive
machinery and equipment. In fact, the mankind is entering into the information century. Therefore
questions transfer and information reception moves to the forefront.

Transition from traditional telephone networks to networks of IP-telephony is noted. The main
difference of new networks is the applied principle of switching, namely application of packages'
switching. Telephony turns from complex structure with a huge number of the equipment and personnel
into one of data's services transmission networks. Application of IP-telephony gives to the client a set of
opportunities and minimum price for services. They provide services of a speech transfer and video traffic
to any subscriber connected to network (for example, the Internet) [1].

One of the most widespread systems of IP-telephony is the system of IP-telephony Asterisk. This
system allows to work with different protocols of IP-telephony, provides a broad set of services [2].

The most popular protocol of IP-telephony is SIP (Session Initiation Protocol). This protocol differs
in simplicity (and proximity to the HTTP protocol (HyperText Transfer Protocol)), independence of
transport protocols, integration with a stack of protocols of TCP/IP, a possibility of work with other pro-
tocols. Asterisk supports the SIP protocol and this protocol is applied on that most often. For this reason in
this article the protocol of telephony is considered.

With increase of the information price, the need for its protection increases. There is a set of infor-
mation's interception ways against the fight for ensuring confidentiality of subscribers. To show vulne-
rability of the user data, we will use providing program Wireshark [3].
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Wireshark is one of the most popular and powerful modern network analyzers. It is capable to carry
out interception of a traffic, the analysis of shots headings, packages, etc. and to carry out viewing of di-
rectly transmitted data. The program is capable to analyze a traffic on many signs. In particular, it is
capable to distinguish and give streams of audio and video. The built-in tools allow to allocate data flows
and to present them in a convenient format (for audio, it is possible to keep video as the block of data and
to format) [4, 5].

The purpose of the research is to resolve the issue of safety of telephony on the basis of Asterisk from
interception of these clients by taking as the server of IP-telephony has direct access to the Internet, and
authentication of subscribers happens to IP addresses and as the network analyzer the software of Wire-
shark is used as soft phone and client base laptops, computers, and gadgets which passes test are consi-
dered. Communication of clients with the server passes through a wireless point of WiFi access [6, 7].

Let’s review an example of such interception. The call between two users of Asterisk without enci-
phering has been carried out for this purpose. Wireshark established on IP-telephony server carries out
interception of data [8].

As a result of the intercepted data's observations the following facts have been elicited.

Firstly, it is possible to watch frames of the SIP protocol and to look through them (including the user
data). The password is ciphered by MD5 (Message Digest 5) algorithm and therefore it can't be read in
opened, but there is a possibility of activity observation of users [9, 10].

Secondly, there is a possibility of a talk interception. After the end of a call to Wireshark the choice
of the Telephony menu, and in its subparagraphs of "RTP" (Real-time Transport Protocol) and "Show all
streams" is carried out. The program displays streams (figure 1):

4% Applications Places System @ &= ]_q} dp @ Fri Apr 29, 5:47PM  root
(4] eth0 [Wireshark 1.8.10 (SVN Rev Unknown from unknown)] - o X
m Wireshark: RTP Streams - O x
Z
Detected 8 RTP streams. Choose one for forward and reverse direction for analysis @ e
Src IP addr ~ Src port Dst IP addr Dst port SSRC Payload Packet | Lost Max Delta (ms) M
192.168.0.101 40100 192.168.0.108 14444 0x296CB056 g711U 1085 1(0.1%) 72.13 6. A
192.168.0.101 40120 192.168.0.108 12802 0x3ABO9FDD H264 1905 4(0.2%) 126.01 2. |7, Time=1870200
192.168.0.105 40100 192.168.0.108 15142 0xDC59909 g711U 1067 1(0.1%) 68.79 4. |85, Time=17288\
192.168.0.105 40120  192.168.0.108 18894  OX674F3D6 H264 1114 1(01%)  142.67 3. [ENMICISSERIREEE
192.168.0.108 15142 192.168.0.105 40100 0x7FBEG0DA g711U 1085 1(0.1%) 72.13 6. 296, .Tlme—l?'ZB@I
14, Time=1870200
192.168.0.108 14444 192.168.0.101 40100 0x402B9911 g711u 1066 2(0.2%) 68.48 4. 987 . Time=172881
192.168.0.108 12802 192.168.0.101 40120 0x4DA028DF H264 1108 7 (0.6%) 142.43 4. |sgg, Seq=1066,
192.168.0.108 18894 192.168.0.105 40120 OxEFDBAOB H264 1903 6 (0.3%) 126.00 3. [9911, Seq=43608
BO56, Seg=1085,
BODA, Seq=14314
k = 1
k | 5 909, seq=1067,
Select a forward stream with left mouse button, and then 9911, Seq=43669 [
Select a reverse stream with Ctrl + left mouse button B
| Unselect | FindReverse | saveAs | Mark Packets | PrepareFilter |  Copy | Analyze | close |

I Address Resolution Protocol (reguest)

eege ff ff ff ff ff ff @0 81 6c 60 1d 67 ©8 66 60 1 ........ 1 .g....
0016 ©8 00 €6 04 00 @1 80 @1 6¢ 60 1d 67 c@ a8 00 64 ........ 1.g...d
0020 00 00 0O 00 00 00 cO® a8 00 1 00 00 00 0O 00 B  ........ J.i.e..s
0030 00 00 00 60 00 00 @0 6O 00 60 68 O ... ...

@ ®f File: "/tmp/wireshark_eth0 20160429174620 ... = Packets: 10454 Displayed: 10454 ... = Profile: Default
| Bl etho [wireshark 1.8.1... | [@ Asterisk || @ wireshark: RTP Streams |

(e ] -

]

Figure 1 — RTP streams, captured by Wireshark

By pressing of the Analyze button Wireshark provides the analysis of the chosen stream on shots. At
the same time there is a possibility of stream preservation (the Save payload button.). The stream can be
kept in a format of uncompressed data (.raw) or in an audioformat (.au) (the last is right for the G.711
audiocodec).
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Follows from the aforesaid that additional measures are necessary for protection of the user traffic.
Mechanisms of a traffic protection of telephony against interception are provided in Asterisk. The linking
of the TLS (Transport Layer Security) and SRTP (Secure Real-time Transport) protocols is used for this
purpose [11].

TLS — the protocol of the fifth session level of the OSI model providing information security by its
transfer through package networks by establishment of the protected connection.

The protocol works as follows. The client sends inquiry for connection establishment to the server,
and also sends data on available protocols of enciphering. The server having received these data deter-
mines parameters of the protected connection (in fact, makes the choice of the best algorithm). After that it
sends to the client the certificate with an open key. The client ciphers the casual sequence of data an open
key and sends it on the server. The server decodes the sequence, and, in case of lack of mistakes and
failures, there is an establishment of the protected connection [12, 13].

The protocol applies asymmetric enciphering. It means that only the party possessing the closed key
can decipher the data ciphered by an open key. In this case such part is the server.

Secure Real-time Transport Protocol — the protocol of transport level intended for enciphering,
protection against substitution of data and preservation of the data integrity transferred by the RTP
protocol. Codes of AES (Advanced Encryption Standard) are used. Application of the TLS protocol is
necessary to protect process of a secure channel establishment of SRTP [14].

Asterisk allows to use these protocols at the expense of special modules, in particular, of the
res_srtp.so module. This module has already built in some distribution kits (for example, AsteriskNOW)
and has already been ready to use. In case Asterisk has been separately installed, it is necessary to receive
this module and to rebuild Asterisk with this module.

For generation of certificates ast tls cert script is provided. First of all it is necessary
to download a script, it is carried out by the wget
http://svn.asterisk.org/svn/asterisk/branches/1 1/contrib/scripts/ast tls cert team. That allows to load a
script from svn-storage of data Asterisk. It should be noted that the script is loaded into that folder in
which the entrance before command execution has been carried out [15, 16].

After downloading of a script we pass to his use. From the folder where the script has been loaded,
we start team. / ast_tls cert - C 192.168.0.106-O kontora - d/etc/asterisk/keys. Certificates for the server
with the address 192.168.0.106, the name of the kontora organization in directory/etc/asterisk/keys is
being generated.

Further it is necessary to generate certificates for clients. We start command. / ast_tls_cert - m client -
with / etc/asterisk/keys/ca.crt - k/etc/asterisk/keys/ca.key - O kontora - d/etc/asterisk/keys - o 5002. We
receive the key for the client 5002 generated for the certificate of ca.crt and a key of ca.key of the kontora
organization.

In folder/etc/asterisk/keys there will be following files: asterisk.key, asterisk.csr, asterisk.crt,
asterisk.pem, 5002.pem, 5002.key, 5002.csr, 5002.crt, ca.key, ca.crt, ca.cfg, tmp.cfg.

Further we configure the server. All changes are made to the sip.conf file. Section general:

[general]

tlsenable=yes
tlsbindaddr=0.0.0.0:5061
tlscertfile=/etc/asterisk/keys/asterisk.pem
tlscafile=/etc/asterisk/keys/ca.crt
tlscipher=ALL
tlsclientmethod=tlsv1
tlsdontverifyserver=yes
bindaddr=192.168.0.106
externaddr=192.168.0.106
videosupport=yes

Here we set TLS support, we set the address and port, files of the certificate and a key, we include
enciphering and in addition we enter a number of teams for Asterisk [17].
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It is possible to check TLS work the openssls_client team - connect 127.0.0.1:5061. Has to be are
provided withdrawal of team with enciphering parameters, the certificate, a key.
We set up clients:

[5002]
type=friend
secret=12345
host=dynamic
context=local
disallow=all
allow=ulaw
allow=h264
transport=tls
encryption=yes

Here we set use of TLS and enciphering (we include SRTP).

The following stage is the control of clients. Clients have to support TLS and obligatory inclusion of
SRTP. We consider the control of clients.

For control of the mobile client for Zoiper it is necessary to make basic settings of the client, to in-
clude SRTP (at the same time the program will request inclusion of the TLS protocol what it is necessary
to agree with). Besides, the address of the server needs to be added with number of port 5061 (after the
address through a colon). Screenshots of settings are presented in the figure 2:

20 F: . 30%03 11:39

Enable ZRTP

Bbikn

Enable SRTP

Bkn

Caller ID NmA yyeTHoR 3anmcu

Authentication
Menoaus 3B0HKa
CepBep
1€ 0.106:5061
Enable Presence ‘
Eplien Mma nonb3oBatens

BkntounTb Npu 3anycke ‘ 2
2Rl " B Naponb
Audio Codec Settings

Optional

Video Codec Settings Authentication user

Encryption Settings Wcxopaulee npokeu

Number Rewriting Caller ID

CoxpaHutb U OTmMeHnTL L J CoxpaHuTb U OTMEHWUTL L

Figure 2 — The VoIP by Antisip settings for TLS and SRTP

After saving of settings the client program has to be registered on the server.
The Blink settings also demand inclusion of TLS and obligatory enciphering. At first obligatory
enciphering joins in the Media menu (figure 3):
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g Blink Preferences = | B |? S

ﬁfﬁ&’ m I &

Audio  Video Chat Sceen Sharing Logging  Advanced

5ip:5002@102.168.0.106 [ Account information | Medis | Server Settngs | Metwork | Advanced
® 5002@192.168.0.106
Audio Codecs Video Codecs
opus H264
G722 VP8
] spesx
[T Gsm
[C]iLBC
PCMU
PCMA
Reset Drag codecs to change their order Reset
RTP Options
[ send inband DTMF
Encrypt audio and video

(=)=)

Figure 3 — Turning on the enciphering in Blink

Next in menu «ServerSettings» we enter address of the server, port number and choice of the
TLStransporation (figure 4):

SIP Proxy

Always use my proxy for outgoing sessions

Cutbound Proxy:  192.1563.0.108 Port: 5061 = Transport:

Auth Usermname: 5002

Figure 4 — Settings of the server

In the Network menu the choice of TLS is also made, and the way to the file of the client certificate
(figure 5) registers in the Advanced menu on the line "Certificate File":

TLS Settings

Certificate File:  C:\Proagram Files (x8a)\Blink'resources\Hs5002. pem o

[ verify server

Figure 5 — Choice of certification

In the Advanced menu of the program (the previous settings were made in the menu of accounts) it is
left included only in the TLS protocol with the necessary port and the certificate is chosen.

And now at implementation of a call the organization of the protected session by means of the TLS
protocol is carried out, and data are ciphered by SRTP. The intercepted stream is represented as UDP
(User Datagram Protocol) stream. Now instead of the Wireshark Window with the intercepted packages
are presented in the figure 6. In this case Wireshark doesn't identify streams of RTP and can't analyse
them, data are ciphered. Protection of the user data against malefactors has been carried out [18].
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Support of TLS and SRTP is declared practically in all modern client applications of IP-telephony.
For this reason the linking of these protocols is widely applied to a traffic protection of telephony. It is
especially urgent in complex compound networks in which is more difficult to trace and prevent
interception of data. These technologies ensure safety of information, at the same time their application
doesn't demand introduction of new hardware and is carried out at the program level.

Treat advantages of IP-telephony: its low cost, reliability, high speed of communication and simp-
licity of use. It uses the most advanced technology of compression of our voice signals, and completely
uses the capacity of telephone lines. Therefore packages of data from different inquiries, and even their
various types, can move on the same line to one and too time the Internet, but also in other networks of
data transmission with package switching (local, corporate) [19].

As a result of the conducted researches it is revealed that at expansion of corporate networks there is
a sense to introduce program IP PBX instead of electronic and digital automatic telephone exchanges, the
prize turns out not only at cost, but also on acquisition of technologies which electronic and digital
automatic telephone exchanges don't provide.

The carried-out calculations show that in a point of access to a network with Asterisk the multimedia
stream thus is hard enough to have an access point the speed of transfer of 54 Mgb providing for a multi-
media traffic and a pass-band 2 GHz [20].

The scheme of wireless attack of a network the client - the server is developed and experiment on
attack of a network the client the server is made.

«® Applications Places System @ & lv-? o @ Fri Apr29, 6:44 PM  root
m Capturing from etho [Wireshark 1.8.10 (SVN Rev Unknown from unknown)] - o X
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
@ @ S Aesag Y EE QAR @EE
Filter: l “?‘ Expression...
No. Time Source Destination Protocol Length | Info E'
44 17.106398387192.168.06.101 192.168.0.188 STUN 70 Binding Indication
45 17.11033998¢192.168.0.108 192.168.0.165 TLSv1.2 931 Application Data
46 17.11089297:192.168.0.108 192.168.0.101 TLSv1.2 548 Application Data
47 17.15294871:192.168.0.101 192.168.0.108 TCP 66 55333 > sip-tls [ACK] Seq=2299 Ack=1815 Win=545
& 48 17.18336493:192.168.0.185 192.168.0.108 TCP 66 38356 > sip-tls [ACK] Seq=3241 Ack=2416 Win=173
49 17.20003624192.168.0.185 192.168.0.108 TLSv1.2 593 Application Data
50 17.200755420192.168.0.105 192.168.0.108 STUN 70 Binding Indication
51 17.24048332i192.168.0.108 192.168.0.105 TCP 66 sip-tls > 38356 [ACK] Seq=2416 Ack=3768 Win=957
53 17.32796299¢192.168.0.101 192.168.0.1808 upp 224 Source port: 4010@ Destination pert: 11254
54 17.32818584:192.168.0.108 192.168.0.185 upp 224 Source port: 11216 Destination pert: 4@1@e
EE 17 2722074A7107 162 A 140 107 162 A 1A 1no 294 Canrra nar +. 11916 Nactinatinan nart. ARI0AQ |4
( i [ B
P Frame 52: 224 bytes on wire (1792 bits), 224 bytes captured (1792 bits) on interface @
b Ethernet II, Src: 8:79:59:b4:4b:e6 (f0:79:59:b4:4b:e6), Dst: CadmusCo_db:aa:22 (08:080:27:db:aa:22)
P Internet Protocol Version 4, Src: 192.168.8.101 (192.168.0.101), Dst: 192.168.08.108 (192.168.0.108)
P User Datagram Protocol, Src Port: 4016@ (40100), Dst Port: 11254 (11254)
P Data (182 bytes)

0000 08 00 27 db aa 22 fo 79 59 b4 4b e6 08 00 45 e0
00l 06 d2 do 55 40 80 40 11 e6 c3 cO a8 B0 65 cO a8
0620 06 6c 9c a4 2b f6 00 be c5 28 80 00 06 60 0O 63
0030 8c 70 45 48 21 d5 a3 d5 c2 ac ed ea 88 b4 60 19
@ 7 etho: <live capture in progress> File: /tmp/wir... = Packets: 10710 Displayed: 1... Profile: Default

| B Asterisk | [ capturing from etho ... | 4]

(T

i

Figure 6 — The traffic protected from interception

On the developed scheme of a network on chair test on carrying out attack for the first time is carried
out from the malefactor on a network for definition of weak spots to networks and offers of taking mea-
sures to its protection, problems are for this purpose solved on:

- To studying and development of the program instrument of modeling of attacks in the CommView
for WiFi network.

- Experiments in the developed network of attack of the malefactor are made and results in drawings
and tables of screenshots are given.
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- On the basis of research of results of attack offers on taking measures of protection of a LAN (Local
Area Network) are also developed.
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M. 3. sIxy6ora', T. I. Cepikos’, A. K. Myparoa®

'Anmarsr OHepreTuka jxoHe OaitmaHbIic yHUBepcuTeTi, Anmatel, KazakcraH,
2Ka33K¥HTTBIK TEeXHUKAJIBIK YHUBEpcUTeT, AnmMatel, KazakcraH,
*Kaparasisl MeMieKeTTiK TeXHUKaNbIK yHuBepenteti, Kaparansr, Kazakcran

ASTERISK BA3ACBIHBIH HET'I3IH/IE IP-TEJIE®OHUS )KYNUECIH/IE
JAEPEKTEPII YCTAII KAJIYJAH KOPTAY

Annoranus. Kasipri yakpITTa mayeic XKiOepy TEXHOJOTHSCHIHBIH JaMYyBIHBIH JKaHAa KE3€HIH COHBIH IMTiHIE
[P-teneoHUSIHBIH KapKbIHIBI KOJIAHBIC TAIKAHIABIFBIH Oaiikayra Oomanel. JKeut caiiein [P-tenedonmsra xopmo-
PaTHBTIK KOMMYHHUKAIMSIBIK WHQPAKYPBUIBIMHBIH HETi31 pETiHAEe CYpaHBIC XXKOHE KOJIAHBIC ACHTreWi ocim Kele
KaTybIHAH OHBIH KayiNCI3IiriH KaMTaMachl3 €Ty Typalibl Cypak TybIHIaiabl. |P-Tene)OHUsIHBIH HHTEPHET JKelliCiHe
Tikenel Kipici OosFaHIbIKTaH aDOHEHTTEPAIH ayTeHTu(HUKanusIChl aboHeHTTIK [P-Mekerxkaitnap OolibIHIIA KYprisi-
neni. Maxkanana teneOHUSIHBIH Kayinci3airin Asterisk mporpaMmachiHbIH HeTi3iHJe KIUEHTTEPIIH JepeKTepiH
JKayJian ajlyZiaH KaMTaMachl3 eTy aMallblH cunatTaiiibl. baianeic ananmusarops! perinne Wireshark nporpammansik
oHiM anbiaFaH. [Iporpammarbik TeneOH KOHE KIMEHTTIK 0a3a peTiH/e ChIHAK XKYPIi3lIreH HOyTOYKTap, KOMITbIO-
Tepiiep kKoHe rajpkerTap anbiaraH. ChIHAKTAP JKAacaJiFaH Ke3lle aJIbIHFAH HOTIDKENep OOMBIHINA JKETIHIH TO3IMIITIK
aHanm3i jkacaiblHFaH. PykcaTcel3 OaiiaHbpicTaH KOpFaHy MakcaTblHAA YChIHBICTap OepinreH. JKemini koprayra
apHaJIFaH €H YTHIM/IBI IIEIIM YChIHBLIJBI.

Tyiiin ce3nep: IP-Ttenedonns, nporokon, MekeH-xai, CbIMCHI3 malybu1ap, cepsep, Asterisk.
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M. 3. sIxyGora', T. I'. Cepuxor’, A. K. MyparoBa®

' AnimaTHHCKHiT YHHBEPCHUTET SHEPTeTUKH U CBs3H, AnMaTtsl, KasaxcTaH,
’Ka3axcKuii HAMOHATBHBIN TEXHUIECKUH yHHUBepcHTeT, AnMatsl, Kazaxcran,
3KapaFaH£[I/IHCKI/If/'I roCyIapCTBEHHBIN TeXHUYECKUH YHUBEpcuTeT, Kazaxcran

3AIIATA CETEH IP-TEJJE®@OHUM HA BA3E ASTERISK
OT NIEPEXBATA JAHHBIX

AnHotanus. B Hacrosmiee BpeMs HaOMIOJAaeTCs HOBBIM BHTOK Pa3BUTHS TEXHOJIOTHH Iepeladyd rojoca, a
umeHHO [P-Tenedonus. B Buay pacTynimx ypoBHEH cripoca W HomyisipHOCTH [P-TemehoHnn kKak OCHOBBI IIOCTPOE-
HUS KOPIIOPATHBHON KOMMYHHKAIITMOHHOW HH(MPACTPYKTYPHI BOZHUKAECT BOIIPOC OOECIIEUCHUST MAaKCUMAIIEHO YPOBHS
ee 6e3zonacHocTH. ITockonbky cepBep IP-Temedonnu nmeeT npsiMoii BEIXOA B ceTh VIHTEpHET, TO M ayTEHTU(DUKAIUS
aboHeHTOB mpoucxoauT 1o IP-anpecam. B naHHOM cTaThe pemraeTcst BOMpoC od0ecTieueHus1 0e30IMacHOCTH TeIe(OHUN
Ha Oaze Asteriskor mepexBara JaHHBIX KIHEHTOB. B kauecTBe CEeTEBOro aHaJIM3aTOpa UCIOIb3YETCs HMPOrpaMMHOE
obecnieuenne Wireshark. B kauectBe cohTPOHOB U KIIMEHTCKOM 0a3bl pACCMOTPEHBI HOYTOYKH, KOMITBIOTEPBI U Ta/I-
KETbI, HA KOTOPBIX IMPOXOIUT HcmbITaHue. [1o pe3ynapTaToM MpoOBEAEHHBIX paboT MPOM3BENCH aHAIN3 YSI3BUMOCTH
CCTU. I[aH])l pPEeKOMEHAAMU TI0 MEPE 3allUThbl JaHHBIX KIMEHTOB OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA. B cratbe
HaMU PEAJIOKCH Han60nee OHTHMaﬂbHLIﬁ BapUaHT 3allIUTHI CETH.

KuaroueBsie ciioBa: [P-tenedonus, mpoTokoi, agpec, OeCpoBOAHEIC aTakH, cepBep, Asterisk.
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