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USING OF VIRTUAL PRIVATE NETWORK TECHNOLOGY FOR SIGNAL TRANSMISSION IN
CORPORATE NETWORKS

Abstract. This paper discusses some modes of signal transmission for corporate systems using the
technology of virtual private networks VPN. A very important property of tunnels is the ability to differentiate
different types of traffic and assign them the necessary service priorities. In this work, research has been carried
out and comparative characteristics of signal transmission modes using virtual networks have been obtained
to identify the effectiveness of the network in various modes of organizing a virtual network, and to optimize
a virtual network in order to identify an effective method for organizing a VPN. Also, the work analyzes the
specifics of the work of corporate information systems and networks intended for their maintenance, showed
that for building a corporate network it is advisable to use virtual private network (VPN) technology, which
makes it possible to ensure the fulfillment of the basic requirements for the security and quality of customer
service and applications and the current state and direction of development of VPN technology when creating
new generation corporate networks, while highlighting the main tasks that need to be addressed when creating

a network. Some features of setting up an [PSec VPN server for corporate networks are considered.
Key words: corporate networks, VPN (Virtual Private Network), tunneling, traffic, point-to-point

connection, Server, router

Introduction. The transmission of corporate
data over a public network such as Internet is often a
threat to the security of an enterprise network, which
is especially important for corporate systems. In
addition, for corporate networks, the quality of user
service, the provision of a given set of services and
guarantees, which is not always easy to provide in
public networks, are important.

To solve these problems, the technology of virtual
private networks VPN (Virtual Private Network) can
be used. This technology transforms connections in
public packet networks into secure channels with
guaranteed bandwidth, providing security and a
wide range of services at an acceptable cost of the
established connections. Therefore, this technology
is in demand by many enterprises and organizations
that do not have their own network resources,
primarily corporate organizations due to its cost-
effectiveness, availability and security.

The relevance of this issue lies in the peculiarities
of large geographically distributed corporate
networks: in the use of global connections and the
integration of individual local networks of branches of
an enterprise and computers of its remote employees
with a central local network; serving a large number

of heterogeneous users. All these features make it
expedient to develop networks using VPN technology,
which allows combining security requirements for
the provided system services. However, its effective
application requires the solution of a number of
special problems associated with the choice of the
structure of the network, the organization of the work
of users and networks, ensuring the required level
of data protection and the required characteristics of
transmission and processing of information [1,2].

To date, there is a fairly rich practical experience
in creating large corporate networks based on VPN
technology, however, theoretical substantiation of
the proposed solutions is required. As a rule, in each
specific case, its own original solutions are required,
due to the specifics of the network and the corporation,
which must be evaluated using sufficiently universal
methods and models.

Ensuring an appropriate level of information
exchange security can be achieved through the
complex use of organizational, technical, hardware-
software and cryptographic protection means, as well
as the implementation of continuous control over
the effectiveness of the implemented information
security measures.
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Virtual networking which based on internet has
several advantages:

- itprovides scalable support for remote access
to local network resources, allowing mobile users to
communicate over local telephone lines with ISPs
and thus enter their corporate network;

- when organizing remote access for users
to a local network, the need for modem pools is
eliminated, and remote access traffic can be managed
in the same way as any other Internet traffic;

- costs for information exchange through an open
external environment are reduced.

Experimental part. The ubiquity of IP-based
networks, their versatility and cost effectiveness
make these networks a more attractive VPN
foundation for most businesses and organizations.
In addition, QoS (Quality of Service) protocols and
technologies such as RSVP, DiffServ and MPLS are
beginning to be widely implemented in dedicated IP
networks. According to many experts, VPN is one of
the most important technologies that enterprises are
using and will use in the near future. The significance
of this technology for any enterprise, and even more
so for budgetary organizations, is primarily due to
the economic benefits that are associated with its
implementation. Infonetics Research estimates that a
VPN can save a company between 20% and 40% for
site-to-site and 60% to 80% savings for remote users
respectively. Tasks are considered here which arise
when creating a network and analyze the modes of
signal transmission. At its core, VPN (Virtual Private
Networks) has many of the properties of a leased
line, but it is deployed within a public network such
as the Internet. With the tunneling technique, data
packets are broadcast over the public network as over
a normal point-to-point connection. A kind of tunnel
is established between each pair of "transmitter-
receiver of data" - a secure logical connection that
allows encapsulating data from one protocol in
packets of another. A very important property of
tunnels is the ability to differentiate different types
of traffic and assign them the necessary service
priorities. [2,3,4,5]. These properties are considered
in this research.

Let us compare the characteristics of the modes
of signal transmission using virtual networks to
determine the effectiveness of the network under
various modes of organizing a virtual network, and
to optimize the virtual network in order to identify an
effective method for organizing a VPN.

Experiment results. The research was carried out
by the method of network analysis using WireShark
and TCPdump programs. The network analysis will
be carried out by assessing bandwidth, connection
speed, security, and the effect of frame and packet
size on network performance, and the effect of a
broadcast storm on network health.

Client 3

G Client 1
QO
&S

VPN

Internet
il Router 2

Analyzer

Client 4

Figure 1 - Diagram of the organization of the
experiment

The experimental setup is shown in Figure
1, where two VPN routers are installed and they
are connected to each other by an Internet channel
with a bandwidth of 18 Mbit / s, then a VPN tunnel
is organized between them. Clients connect to two
routers. Using the network analyzer programs
(WireShark, TCPdump) configured for Router 2, we
scan and analyze the VPN network in three different
modes of operation of the Point to Point Tunneling
Protocol VPN server (PPTPO):

1 Mode.

PPTP clients located in the WAN segment of the
router connected to the router, after which standard
speed tests were performed. Testing was carried out
with one PPTP client. Test results are shown below.
Figure 2 shows the results of the PPTP server network
for the first client (1-client), where the following
paths are indicated:

- LAN path — WAN - where traffic goes from
the LAN segment computer to the PPTP client in the
WAN segment;

- LAN path - this traffic goes from the PPTP
client in the WAN segment to the computer in the
LAN segment fdx path - full duplex - traffic goes in
both directions.

PPTP server performance for 1st client
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Figure 2 - PPTP server performance for the 1st
client

Along the abscissa axis, transfer rate (Mb / s),

Separate traffic transmission modes along the
ordinate.

The transfer results reflect the maximum speed:
6.27 Mbps is not slow enough compared to the speed
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without using a VPN, especially when you consider
that traffic is not encrypted.

2 mode.

L2TP (L2TP (Layer 2 Tunneling Protocol)
VPN Server: Setting up an L2TP VPN server does
not fundamentally differ from setting up a PPTP
VPN server and encryption is also not supported.
Performance testing was carried out in the same way
as when testing the PPTP VPN server.

L2TP server performance

Lan-Van
Van-Lan

fdx van&&lan
fdx lanvan

fdx van-lan

separate traffic transmission modes

o
-
~
w
IS
w
@

speed (Mb / s)

Figure 3 - L2TP server performance, 1 client, -
speed (Mb / s) on the abscissa, - individual traffic
transmission modes on the ordinate

Maximum speed: 5.45 Mbps - not slow enough
when you consider that encryption is not supported.

3 mode.

IPSec VPN server: Some of the specifics of
configuring an IPSec VPN server is that when static
keys are set, you can use DES and 3DES encryption,
and with dynamic key exchange, the configuration
interface does not allow you to select the type of
encryption, later it turned out that during dynamic key
exchange, traffic encrypted using the AES algorithm.

Definitions:

— router - Internet router Level One FBR-
1411TX;

— Gentoo - a computer with Gentoo Linux
2.6.11 installed;

—  fdx - full duplex mode;

— along the abscissa axis, the speed (Mb / s);

— on the ordinate axis separate traffic
transmission modes.

IPSec VPN Server Performance

router - gentoo. |, ;..
gertoo-router |, - -
fdx gentoo& &router _ 16,97
fdx router -gentoo _ 9,93
fdx gentoo-router _ 1

0 2 4 6 8 10 12 14 16 18
speed (Mb /s)

separate traffic transmission modes

Figure 4 - Performance of [PSec VPN server,
1 tunnel, AES encryption

Maximum speed: 16.97 Mbps - sufficient speed
for organizing a VPN, especially when compared
with the operation of PPTP and L2TP VPN servers,
which use slower speeds and no encryption.

Conclusion. An analysis of the specifics of the
operation of corporate information systems and
networks intended for their maintenance has shown
that for building a corporate network it is advisable
to use virtual private network (VPN) technology,
which allows ensuring the fulfillment of the basic
requirements for security and quality of customer
service and applications.

The analysis of the current state and direction of
development of VPN technology made it possible
to draw a conclusion about the prospects of its
application in the creation of corporate networks of a
new generation, while highlighting the main tasks to
be solved when creating a network.

Comparative characteristics of  signal
transmission modes using virtual networks are
obtained to identify the effectiveness of the network
in various modes of organizing a virtual network, and
to optimize a virtual network in order to identify an
effective method for organizing a VPN.
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KOPHOPATUBTIK KEJIVIEPAE CUT'HAJI BEPY YIUIH BUPTYAJI/IbI )KEKE VPN
(VIRTUAL PRIVATE NETWORK) TEXHOJIOT' USICBIH KOJTJAHY

Annoranus. by xxympicTa BupTyanasl xxeke xeminep VPN (Virtual Private Network) TexHONMOTHSACHH
KOJITaHa OTBIPHINT KOPIIOPATUBTI KYHernep YIIiH cUrHam OepymiH KeWOip pexumuepi KapacThIPBUIFaH.
TyHHENBACPAIH 6T€ MaHBI3IBI KacHeTi - Oy TpadWKTiH SpTYpiai TypJepiH axbpIpara OiTy KoHE ojapra
KQKETTI KbI3MET KOpCceTy OachIMIBIKTapbIH TaraiibiHaay. JKyMbIcTa BUPTYaAbl XKeTiHI YHBIMIACTHIPYIBIH
9p TYpIi peXUMAEPiH/E KeNiHIH THIMAUTITIH aHbIKTay YIIiH )KOHE BUPTYAIIbI KelliHI OHTAWIaHIBIPY YIIiH
BUPTYaJIIBl KENUIepAl KOJJaHa OTHIPBHINT CHUTHAN Oepy peXHMIEpiHIH CaJbICTBIPMAIbl CHIATTaMalapbl
aJBIHABI JKOHE BHPTYyalAbl KeNMiHI THiMIi Typae aHbikTanbl. VPN yiteimpacteipy omici. Conpaii-ak,
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KYMBICTa KOPIOPATHBTI aKMapaTThIK JKyHelep MEH ojapra KbI3MET KOpCeTyre apHallFaH Kejijiep
KYMBICBIHBIH €PEKILENIKTepl TaJJaHabl, KOPIIOPATUBTI JKeNiHI KYpy YIIiH BHPTyasasl sxkeke xeni (VPN)
TEXHOJIOTUSICHIH KOJIJITAaHYJIbIH OPBIH]IbI €KSHIIT1 KOpCeTii i, OyJ1 0a3abIK KYHEHIH OPBIHIaTybIH KAMTaMaCh3
eTelll, TYThIHYLIbUIApFa KbI3MET KOpCeTy MEH KOCBIMIIAJapAblH KayilCi3Oiri MeH camachlHa KOWBLIATHIH
TajanTap, *aHa OybIH KOPIOPATHBTI JKelinepai Kypy ke3inae VPN TeXHONOrHSChIHBIH Ka3ipri Karaalibl MEH
naMy OarbIThl, COHBIMEH Oipre KelliHi Kypy Ke3iHJe IIemiayi KepeK Heri3ri MiHAETTepAl aTai eTy Kepek.
Kopnoparusrix sxeninep yuin [PSec VPN cepBepin opHaTynbIH Keii0ip epeKmienikTepi KapacThlpbLIaabl.

Tyiiin ce3mep: KOpIOpPaTUBTIK >KeJiiep, BUPTyalabl keke sxeninep VPN (BUpTyanmbl skeke Kedi),
TYHHEIBAEY, TpapHK, HYKTEIeH HYKTere KOChLILY, CEpBEp, MapIIPyTU3aTOP

M.A. Xuzuposal, K.C. Uexxnmobaena', A.Jl. Myxamemkanona', ’K./I. MauGerona', b. Onrap?
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E-mail: hizirova73@mail.ru

HCHOJb30BAHUE TEXHOJIOI' MU BUPTYAJIBHBIX YACTHBIX CETEM VPN
(VIRTUAL PRIVATE NETWORK) JJIs1 TIEPEJAYN CUT'HAJIOB
B KOPIIOPATUBHBIX CETAX

AnHoTanus. B m1anHOi paboTe paccMOTPEHBI HEKOTOPBIE PEXKUMEI TIepeladrl CUTHAIOB sl KOPIIOPATUB-
HBIX CHCTEM IPH UCTIOIH30BaHNHU TEXHOIIOTUH BUPTYaIbHBIX YacTHBIX ceTeil VPN (Virtual Private Network).
Od4eHb BaXKHBIM CBOHCTBOM TYHHEJIEH SBIIIETCS] BO3MOXHOCTH TH(PPEpeHIHAINH PA3THIHBIX THIIOB Tpadu-
Ka ¥ Ha3HaueHHs UM HEOOXOJMMBIX MPHOPUTETOB 0OCTyXMBaHHS. B paboTe mpoBeneHbl UCCIEOBAHUS U
MOJTY4YeHBI CPAaBHUTEIbHBIC XapaKTEPUCTUKU PEKUMOB Tepeadi CUT'HAJIOB C TOMOIIBIO BUPTYAIbHBIX CETEeH
1U1s1 BBISIBIICHHS 9()(EKTUBHOCTH pabOThI CETH MPU PAa3JIMUHBIX PEKHMAX OpPraHU3alUul BUPTYaJIbHON CETH,
W JUTSE ONITUMU3AIMH BUPTYaJIbHON CETH C IENBI0 BBISBICHUS dPPEKTHBHOTO MeTona opraHu3anuu VPN.
Taroke B paboTe MpOBEICHBI aHANIM3BI CIEMUPUKH PabOThl KOPIOPATUBHBIX WH(MOPMAIMOHHBIX CUCTEM H
ceTeil, peIHa3HaYeHHBIX IS UX OOCITYKUBaHUS, ITOKA3aJl, YTO IS TIOCTPOSHUS KOPITOPATUBHOM CETH 1Ieie-
CcO000pa3HO MPUMEHSTH TEXHOJOTHIO BUPTYAIbHBIX YaCTHBIX ceTeil (VPN), koTopast mo3BoisieT 00ecednTh
BBITTOJTHEHUE OCHOBHBIX TPEOOBaHUH 110 0€30ITaCHOCTH U Ka4eCTBY 0OCITYKUBaHHS KIIMEHTOB U MPHIIOKESHHUH
U COBPEMEHHOI'0 COCTOSIHUSI M HamlpaBlieHHH pa3BuTHs VPN- TeXHOJIOrHM mpH CO3JaHUU KOPHOPATHBHBIX
CeTeil HOBOTO IMOKOJICHUs, IIPU STOM BBIJICJICHBI OCHOBHBIC 33J1aud, TPEOYIOIIHE PEIICHUs MIPH CO3IaHUN
cetn. PaccmoTpensl HekoTopeie ocodeHHOCTH HacTpoiku [PSec VPN-cepBepa [utst KOpITOpaTHBHEIX CETeH.

KuroueBble cj10Ba: KOPIIOPAaTUBHEIC CETH, BUPTyallbHBIE YacTHBIE ceTu VPN (Virtual Private Network),
TYHHEJIUPOBaHue, TpaduK, IByXTOUEUHOE COCAMHEHHE, CEPBEp, POYTEP.
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