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NAS RK is pleased to announce that News of NAS RK. Series of geology and technical sciences 
scientific journal has been accepted for indexing in the Emerging Sources Citation Index, a new 
edition of Web of Science. Content in this index is under consideration by Clarivate Analytics to be 
accepted in the Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts 
& Humanities Citation Index. The quality and depth of content Web of Science offers to researchers, 
authors, publishers, and institutions sets it apart from other research  databases.  The  inclusion  of 
News  of  NAS  RK.  Series  of  geology  and  technical sciences in the Emerging Sources Citation 
Index demonstrates our dedication to providing the most relevant and influential content of geology 
and engineering sciences to our community.

Қазақстан Республикасы Ұлттық ғылым академиясы «ҚР ҰҒА Хабарлары. Геология және 
техникалық ғылымдар сериясы» ғылыми журналының Web of Science-тің жаңаланған 
нұсқасы Emerging Sources Citation Index-те индекстелуге қабылданғанын хабарлайды. Бұл 
индекстелу барысында Clarivate Analytics компаниясы журналды одан әрі the Science Citation 
Index Expanded, the Social Sciences Citation Index және the Arts & Humanities Citation Index-ке 
қабылдау мәселесін қарастыруда. Webof Science зерттеушілер, авторлар, баспашылар мен 
мекемелерге контент тереңдігі мен сапасын ұсынады. ҚР ҰҒА Хабарлары. Геология және 
техникалық ғылымдар сериясы Emerging Sources Citation Index-ке енуі біздің қоғамдастық 
үшін ең өзекті және беделді геология және техникалық ғылымдар бойынша контентке 
адалдығымызды білдіреді.

НАН РК сообщает, что научный журнал «Известия НАН РК. Серия геологии и технических 
наук» был принят для индексирования в Emerging Sources Citation Index, обновленной версии 
Web of Science. Содержание в этом индексировании находится в стадии рассмотрения 
компанией Clarivate Analytics для дальнейшего принятия журнала в the Science Citation Index 
Expanded, the Social Sciences Citation Index и the Arts & Humanities Citation Index. Web of 
Science предлагает качество   и  глубину   контента   для   исследователей,  авторов,  
издателей  и  учреждений. Включение Известия НАН РК. Серия геологии и технических 
наук в Emerging Sources Citation Index демонстрирует нашу приверженность к наиболее 
актуальному и влиятельному контенту по геологии и техническим наукам для нашего 
сообщества.
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Introduction. The transmission of corporate 
data over a public network such as Internet is often a 
threat to the security of an enterprise network, which 
is especially important for corporate systems. In 
addition, for corporate networks, the quality of user 
service, the provision of a given set of services and 
guarantees, which is not always easy to provide in 
public networks, are important.

To solve these problems, the technology of virtual 
private networks VPN (Virtual Private Network) can 
be used. This technology transforms connections in 
public packet networks into secure channels with 
guaranteed bandwidth, providing security and a 
wide range of services at an acceptable cost of the 
established connections. Therefore, this technology 
is in demand by many enterprises and organizations 
that do not have their own network resources, 
primarily corporate organizations due to its cost-
effectiveness, availability and security.

The relevance of this issue lies in the peculiarities 
of large geographically distributed corporate 
networks: in the use of global connections and the 
integration of individual local networks of branches of 
an enterprise and computers of its remote employees 
with a central local network; serving a large number 

of heterogeneous users. All these features make it 
expedient to develop networks using VPN technology, 
which allows combining security requirements for 
the provided system services. However, its effective 
application requires the solution of a number of 
special problems associated with the choice of the 
structure of the network, the organization of the work 
of users and networks, ensuring the required level 
of data protection and the required characteristics of 
transmission and processing of information [1,2].

To date, there is a fairly rich practical experience 
in creating large corporate networks based on VPN 
technology, however, theoretical substantiation of 
the proposed solutions is required. As a rule, in each 
specific case, its own original solutions are required, 
due to the specifics of the network and the corporation, 
which must be evaluated using sufficiently universal 
methods and models.

Ensuring an appropriate level of information 
exchange security can be achieved through the 
complex use of organizational, technical, hardware-
software and cryptographic protection means, as well 
as the implementation of continuous control over 
the effectiveness of the implemented information 
security measures.

INEWS
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CORPORATE NETWORKS

Abstract. This paper discusses some modes of signal transmission for corporate systems using the 
technology of virtual private networks VPN. A very important property of tunnels is the ability to differentiate 
different types of traffic and assign them the necessary service priorities. In this work, research has been carried 
out and comparative characteristics of signal transmission modes using virtual networks have been obtained 
to identify the effectiveness of the network in various modes of organizing a virtual network, and to optimize 
a virtual network in order to identify an effective method for organizing a VPN. Also, the work analyzes the 
specifics of the work of corporate information systems and networks intended for their maintenance, showed 
that for building a corporate network it is advisable to use virtual private network (VPN) technology, which 
makes it possible to ensure the fulfillment of the basic requirements for the security and quality of customer 
service and applications and the current state and direction of development of VPN technology when creating 
new generation corporate networks, while highlighting the main tasks that need to be addressed when creating 
a network. Some features of setting up an IPSec VPN server for corporate networks are considered.

Key words: corporate networks, VPN (Virtual Private Network), tunneling, traffic, point-to-point 
connection, server, router
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Virtual networking which based on internet has 
several advantages:

-	 it provides scalable support for remote access 
to local network resources, allowing mobile users to 
communicate over local telephone lines with ISPs 
and thus enter their corporate network; 

-	 when organizing remote access for users 
to a local network, the need for modem pools is 
eliminated, and remote access traffic can be managed 
in the same way as any other Internet traffic;

- costs for information exchange through an open 
external environment are reduced.

Experimental part. The ubiquity of IP-based 
networks, their versatility and cost effectiveness 
make these networks a more attractive VPN 
foundation for most businesses and organizations. 
In addition, QoS (Quality of Service) protocols and 
technologies such as RSVP, DiffServ and MPLS are 
beginning to be widely implemented in dedicated IP 
networks. According to many experts, VPN is one of 
the most important technologies that enterprises are 
using and will use in the near future. The significance 
of this technology for any enterprise, and even more 
so for budgetary organizations, is primarily due to 
the economic benefits that are associated with its 
implementation. Infonetics Research estimates that a 
VPN can save a company between 20% and 40% for 
site-to-site and 60% to 80% savings for remote users 
respectively. Tasks are considered here which arise 
when creating a network and analyze the modes of 
signal transmission. At its core, VPN (Virtual Private 
Networks) has many of the properties of a leased 
line, but it is deployed within a public network such 
as the Internet. With the tunneling technique, data 
packets are broadcast over the public network as over 
a normal point-to-point connection. A kind of tunnel 
is established between each pair of "transmitter-
receiver of data" - a secure logical connection that 
allows encapsulating data from one protocol in 
packets of another. A very important property of 
tunnels is the ability to differentiate different types 
of traffic and assign them the necessary service 
priorities. [2,3,4,5]. These properties are considered 
in this research.

Let us compare the characteristics of the modes 
of signal transmission using virtual networks to 
determine the effectiveness of the network under 
various modes of organizing a virtual network, and 
to optimize the virtual network in order to identify an 
effective method for organizing a VPN.

Experiment results. The research was carried out 
by the method of network analysis using WireShark 
and TCPdump programs. The network analysis will 
be carried out by assessing bandwidth, connection 
speed, security, and the effect of frame and packet 
size on network performance, and the effect of a 
broadcast storm on network health.

Figure 1 - Diagram of the organization of the 
experiment

The experimental setup is shown in Figure 
1, where two VPN routers are installed and they 
are connected to each other by an Internet channel 
with a bandwidth of 18 Mbit / s, then a VPN tunnel 
is organized between them. Clients connect to two 
routers. Using the network analyzer programs 
(WireShark, TCPdump) configured for Router 2, we 
scan and analyze the VPN network in three different 
modes of operation of the Point to Point Tunneling 
Protocol VPN server (PPTP0):

1 Mode.
PPTP clients located in the WAN segment of the 

router connected to the router, after which standard 
speed tests were performed. Testing was carried out 
with one PPTP client. Test results are shown below. 
Figure 2 shows the results of the PPTP server network 
for the first client (1-client), where the following 
paths are indicated:

- LAN path → WAN - where traffic goes from 
the LAN segment computer to the PPTP client in the 
WAN segment;

- LAN path - this traffic goes from the PPTP 
client in the WAN segment to the computer in the 
LAN segment fdx path - full duplex - traffic goes in 
both directions.

Figure 2 - PPTP server performance for the 1st 
client

Along the abscissa axis, transfer rate (Mb / s),
Separate traffic transmission modes along the 

ordinate.
The transfer results reflect the maximum speed: 

6.27 Mbps is not slow enough compared to the speed 
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without using a VPN, especially when you consider 
that traffic is not encrypted.

2 mode.
L2TP (L2TP (Layer 2 Tunneling Protocol) 

VPN Server: Setting up an L2TP VPN server does 
not fundamentally differ from setting up a PPTP 
VPN server and encryption is also not supported. 
Performance testing was carried out in the same way 
as when testing the PPTP VPN server.

Figure 3 - L2TP server performance, 1 client, - 
speed (Mb / s) on the abscissa, - individual traffic 

transmission modes on the ordinate

Maximum speed: 5.45 Mbps - not slow enough 
when you consider that encryption is not supported.

3 mode.
IPSec VPN server: Some of the specifics of 

configuring an IPSec VPN server is that when static 
keys are set, you can use DES and 3DES encryption, 
and with dynamic key exchange, the configuration 
interface does not allow you to select the type of 
encryption, later it turned out that during dynamic key 
exchange, traffic encrypted using the AES algorithm.

Definitions:
–	 router - Internet router Level One FBR-

1411TX;
–	 Gentoo - a computer with Gentoo Linux 

2.6.11 installed;
–	 fdx - full duplex mode;
–	 along the abscissa axis, the speed (Mb / s);
–	 on the ordinate axis separate traffic 

transmission modes.

Figure 4 - Performance of IPSec VPN server, 
1 tunnel, AES encryption

Maximum speed: 16.97 Mbps - sufficient speed 
for organizing a VPN, especially when compared 
with the operation of PPTP and L2TP VPN servers, 
which use slower speeds and no encryption.

Conclusion. An analysis of the specifics of the 
operation of corporate information systems and 
networks intended for their maintenance has shown 
that for building a corporate network it is advisable 
to use virtual private network (VPN) technology, 
which allows ensuring the fulfillment of the basic 
requirements for security and quality of customer 
service and applications.

The analysis of the current state and direction of 
development of VPN technology made it possible 
to draw a conclusion about the prospects of its 
application in the creation of corporate networks of a 
new generation, while highlighting the main tasks to 
be solved when creating a network.

Comparative characteristics of signal 
transmission modes using virtual networks are 
obtained to identify the effectiveness of the network 
in various modes of organizing a virtual network, and 
to optimize a virtual network in order to identify an 
effective method for organizing a VPN.
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КОРПОРАТИВТІК ЖЕЛІЛЕРДЕ СИГНАЛ БЕРУ ҮШІН ВИРТУАЛДЫ ЖЕКЕ VPN 
(VIRTUAL PRIVATE NETWORK) ТЕХНОЛОГИЯСЫН ҚОЛДАНУ

Аннотация. Бұл жұмыста виртуалды жеке желілер VPN (Virtual Private Network) технологиясын 
қолдана отырып корпоративті жүйелер үшін сигнал берудің кейбір режимдері қарастырылған. 
Туннельдердің өте маңызды қасиеті - бұл трафиктің әртүрлі түрлерін ажырата білу және оларға 
қажетті қызмет көрсету басымдықтарын тағайындау. Жұмыста виртуалды желіні ұйымдастырудың 
әр түрлі режимдерінде желінің тиімділігін анықтау үшін және виртуалды желіні оңтайландыру үшін 
виртуалды желілерді қолдана отырып сигнал беру режимдерінің салыстырмалы сипаттамалары 
алынды және виртуалды желіні тиімді түрде анықтады. VPN ұйымдастыру әдісі. Сондай-ақ, 
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жұмыста корпоративті ақпараттық жүйелер мен оларға қызмет көрсетуге арналған желілер 
жұмысының ерекшеліктері талданды, корпоративті желіні құру үшін виртуалды жеке желі (VPN) 
технологиясын қолданудың орынды екендігі көрсетілді, бұл базалық жүйенің орындалуын қамтамасыз 
етеді, тұтынушыларға қызмет көрсету мен қосымшалардың қауіпсіздігі мен сапасына қойылатын 
талаптар, жаңа буын корпоративті желілерді құру кезінде VPN технологиясының қазіргі жағдайы мен 
даму бағыты, сонымен бірге желіні құру кезінде шешілуі керек негізгі міндеттерді атап өту керек. 
Корпоративтік желілер үшін IPSec VPN серверін орнатудың кейбір ерекшеліктері қарастырылады.

Түйін сөздер: корпоративтік желілер, виртуалды жеке желілер VPN (виртуалды жеке желі), 
туннельдеу, трафик, нүктеден нүктеге қосылу, сервер, маршрутизатор
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ИСПОЛЬЗОВАНИЕ ТЕХНОЛОГИИ ВИРТУАЛЬНЫХ ЧАСТНЫХ СЕТЕЙ VPN 
(VIRTUAL PRIVATE NETWORK) ДЛЯ ПЕРЕДАЧИ СИГНАЛОВ  

В КОРПОРАТИВНЫХ СЕТЯХ

Аннотация. В данной работе рассмотрены некоторые режимы передачи сигналов для корпоратив-
ных систем при использовании технологии виртуальных частных сетей VPN (Virtual Private Network). 
Очень важным свойством туннелей является возможность дифференциации различных типов трафи-
ка и назначения им необходимых приоритетов обслуживания. В работе проведены исследования и 
получены сравнительные характеристики режимов передачи сигналов с помощью виртуальных сетей 
для выявления эффективности работы сети при различных режимах организации виртуальной сети, 
и для оптимизации виртуальной сети с целью выявления эффективного метода организации VPN. 
Также в работе проведены анализы специфики работы корпоративных информационных систем и 
сетей, предназначенных для их обслуживания, показал, что для построения корпоративной сети целе-
сообразно применять технологию виртуальных частных сетей (VPN), которая позволяет обеспечить 
выполнение основных требований по безопасности и качеству обслуживания клиентов и приложений 
и  современного состояния и направлении развития VPN- технологии при создании корпоративных 
сетей  нового поколения, при этом выделены основные задачи, требующие решения при создании 
сети. Рассмотрены некоторые особенности настройки IPSec VPN-сервера для корпоративных сетей.

Ключевые слова: корпоративные сети, виртуальные частные сети VPN (Virtual Private Network), 
туннелирование, трафик, двухточечное соединение, сервер, роутер.
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