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NAS RK is pleased to announce that News of NAS RK. Series of geology and technical
sciences scientific journal has been accepted for indexing in the Emerging Sources Citation
Index, a new edition of Web of Science. Content in this index is under consideration by Clarivate
Analytics to be accepted in the Science Citation Index Expanded, the Social Sciences Citation
Index, and the Arts & Humanities Citation Index. The quality and depth of content Web of
Science offers to researchers, authors, publishers, and institutions sets it apart from other
research databases. The inclusion of News of NAS RK. Series of geology and technical
sciences in the Emerging Sources Citation Index demonstrates our dedication to providing the
most relevant and influential content of geology and engineering sciences to our community.

KaszakcmaH Pecniybnukacel ¥immbiK fbliibiM akademusicbl "KP ¥FA Xabapnapbi. [eonozausi xoHe
MmexHUKarbIK FbiribiMOap cepusicbl” fbinbIMU XKypHanbiHbiH Web of Science-miH xaHanaHfFaH Hyckachl
Emerging Sources Citation Index-me uHOekcmernyze KabbindaHraHblH xabapsaldel. byn uHdekcmerny
b6apbiceiHOa Clarivate Analytics komnaHusicel XypHandel odaH opi the Science Citation Index Expanded,
the Social Sciences Citation Index xeHe the Arts & Humanities Citation Index-ke kabbinday maceneciH
Kapacmbipyda. Webof Science sepmmeywinep, aesmopnap, 6acnawhbinap MeH MekeMmesriepee KOHmMeHm
mepeHdiei MeH canacbiH ycbiHalbl. KP YFA Xabapnapbi. [eonoeusi XeHe MeXHUKasbIK fblibiMOap
cepusicbl Emerging Sources Citation Index-ke eryi 6i30iH KoramOacmbiK YWiH eH e3ekmi xoHe 6edesnodi
2e0/102Us1 XKoHe mexHUKarbIK FbliibiMOap 6olbiHWa KoHmeHmke adanobifbiMbi30bi 6indipedi.

HAH PK coobuwaem, 4mo HayuyHbll xypHan «Mseecmuss HAH PK. Cepusi 2eonoauu U mexHu4eckux
Hayk» 6bin npuHsam 0ns uHlekcuposaHusi 8 Emerging Sources Citation Index, o6HoeneHHol eepcuu Web
of Science. CodepxaHue 8 amom UHOeKcuposaHUU Haxodumcsi 8 cmaduu pacCMOMmpeHUs: KoMmrnaHuel
Clarivate Analytics Ons OanbHelweao npuHsmus xypHana e the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kadyecmeo u eanybuHy KoHmeHma Ons uccriedosamesiel, asmopos, u3damesiell U y4pexoeHudl.
BkriroueHue Uzsecmusi HAH PK. Cepusi eeonozuu u mexHudeckux Hayk 8 Emerging Sources Citation
Index demoHCmMpupyem Hawy rnpueepXxeHHoCcMb K Hauboriee akmyarnbHOMY U 8/IUSIMEsIbHOMY KOHMeHmy
10 2e0/102UU U MeXHU4YeCKUM Haykam Oris Hauleeo coobwecmsa.
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FORMATION OF A PERSONNEL DETECTION SYSTEM
IN SMOKE-FILLED PREMISES BASED
ON BIOMETRIC ACCESS SYSTEMS

Abstract. In modern organisations, personnel are not at their workplace permanently and, accordingly, in case
of emergency, they are at risk. There are a number of situations in which the access of even emergency services to
the premises is very difficult to organise due to the regime of secrecy and the desire to preserve trade secrets.
Additionally, the system of restricting the movement of workers in their places can be very limited on the part of
management in order to maintain production discipline. The novelty of the study is determined by the fact that when
using the detection system in case of fire or other emergency, its integration with the access verification and
distribution system can be based on the use of integrated access systems. The authors show that the use of
conditional access systems makes it possible to get employee lists at a faster pace and identify threats if certain
technological complexes are used in their work. The practical significance of the study is determined primarily by the
necessity for structural integration between conditional access systems and systems for recording and forecasting
actions in emergency situations. It is proposed to use a model that allows to eliminate such differences.

Key words: fire, search, people, model, access.

Introduction. Modern systems of access control for people at work determine how well the work can
be done and how much a company can be protected. Under the condition of implementing a system of
conditional and distributed access, a company can completely block all possible leaks and increase the
efficiency of internal processes [1]. However, there is a situation where restrictions on workers may be an
obstacle to emergency response. The smoke and the cessation of the fire are determined by the speed of
people evacuating from a building and creating the possibility of access to those rooms that are smoked
[2]. When using conditional access systems, the use of systems may or may not be implemented at all. As
a result of this, there is a necessity to create a system and choose the appropriate one according to its
characteristics, in which the main attention will be paid to technical access in conditions of the necessity
for its provision. The authors consider only biometric systems as a similar system [3].

Biometric technologies of personal identification based on recognition of a person by external
morphological characters have deep historical roots [4]. The ability of people to know each other in
appearance, voice, smell, etc. there is nothing more than elementary biometric identification. A systematic
biometric approach was developed at the end of the 19th century by the Secretary of the Paris Police
Prefecture, Alphonse Bertillon [5]. The method he proposed was based on measuring anthropological
parameters of a person (height, length and volume of the head, length of hands, fingers, feet, etc.) in order
to identify a person [6]. Biometric systems nowadays represent the second generation of security systems,
since it is biometrics that uses measurements of individual parameters of a person to identify him. As is
known, the main feature of first-generation security systems is the uniqueness and constancy of the
identification parameter in time and space, while second-generation security systems, which are
personality biometric parameters, are always variables that depend on many factors [7]. Moreover, the
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task of reliable identification for biometric parameters is much more complicated than the identification of
constant parameters for first-generation systems [8]. From an information point of view, it is precisely the
systems of biometric identification of a person that fully meet the requirements of the time, automatically
identifying themselves and using unstable values [9]. Currently, biometry as a science of personality
identification research has several practically independent scientific areas, each of which has its own
technical improvements [10]. It should be noted that dozens of research centres at universities, some
scientific organisations and commercial firms [11] take an active part in the scientific research of
biometrics. A specific market for biometric hardware devices and software for them, as well as services for
supporting, testing and adapting biometric systems for their practical use, has already been formed [12].

Theoretical overview. Since ancient times, biometric characteristics have been used in everyday life
to ensure safety and control [13]. Despite the wide technological capabilities to provide protection, today,
the number of crimes and fraud is growing every minute. One of the common security technologies is
biometric information security [14]. These systems are convenient because they do not require the storage
of complex passwords or carrying special identifiers (keys, cards, etc.), and all is needed is to say a code
word, put a finger or hand, or set a face to scan in order to get access. It should be noted that with a
theoretical variety of possible biometric methods, there are many that are used in practice among them.

There are three main assets — recognition by fingerprint, face image and by the iris of the eye [15]. It
is worth noting that the conditions at each scanning are different, and the parts of the body that are to be
scanned, and the behavioural reflexes of the face are also not quite constant, so it is not about inaccurate
coincidence with the sample, but only about the degree of similarity with the standard [16]. Therefore,
biometric systems are characterised by the parameters “the possibility of non-recognition of one's own”
(that is, the probability of unrecognisability of a registered person), and “the possibility of recognising
someone else's” [17]. It is recommended to consider and analyse combined methods of identification, usually
it is necessary to find ways to improve the effectiveness of biometric security systems against unauthorised
access. It is worth always to consider the development of technologies to improve the above tools [18].

The principles underlying the identification and authentication methods used can be divided into three
groups: traditional password protection, verification of a person’s physical parameters (fingerprints, retina,
etc.), classification of psychophysical parameters. The main characteristics of the effectiveness of
biometric systems are recognition accuracy, resistance to environmental changes, cryptographic stability —
protection against falsification and the reliability of the system itself. A quantitative description of means
according to the criteria on a 10-point scale is presented. In the field of signature recognition, hundreds of
patents from “IBM”, “NCR”, “VISA”, and “Adapteck” have been issued [19]. The method of
identification by keyboard handwriting is similar to identification by signature, but here the input of a
code word is used on a standard computer keyboard. This method is not yet widespread, but developments
in this area are ongoing. For example, “BioPassword Inc.” developed a program for verifying the identity
of a computer user by the rhythmic characteristics of typing [20].

Materials and methods. Dynamic methods of biometric identification are based on the behavioural
(dynamic) characteristic of a person, i.e., are built on the feature’s characteristic of subconscious
movements in the process of reproducing any action. To support information security or access control, a
number of biometric parameters must be provided in biometric identification systems for personnel. There
are n various parameters of a person Py, P,, ... , P, and m number of personnel Ly, L,, ..., L,,,. Table shows
the number of parameters P; inherent in one person L;.

Input data for a mathematical model of information technology for personnel identification based on a set of biometric parameters

Biometric parameters of human, n The minimum norm
Personnel, m p
P, P, P, or access
Ly X11 X12 - X1n dy
L, X1 Xon d,
Lm Xm1 Xm2 s Xmn dk
System cost c1 Cy . cr
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The task is as follows: it is necessary to organise personnel access to information or an object so that
the minimum norm for access, which is set for each person separately, depending on the level of security,
is satisfied, and the cost of such a system is minimal.

1. X — the number of biometric parameters of a person.

2. System of restrictions (Eq. 1):

Xq1+ X2+ ot X = dy,
Xp1 + Xop + oo + Xy = dy

)
Yot + Xmg + ot X =
xij 20,i,j=1n;d; 20,i= 1,k
3. The minimum objective function (Eq. 2):
F(X) = 11 + % + ...+ cpxy > min, 2)

The determinants for unknowns X in the problem were introduced and the restrictions for them were
fixed: x;; 2 0,i,j = 1,m; d; =0,i= 1,k. A system of restrictions of the problem was compiled with
respect to the minimum norm for access dj, and an objective function with an established extreme (2).

The above model refers to linear programming problems, therefore, its solutions are presented in the
Excel package. It can be seen from the calculation that the smallest 4 values of the function (73; 79.5; 86
and 97) are in the access technology, which uses a combination of voice, face and password. The selected
combination of biometric parameters in the work corresponds to the established extremum of the objective
function (2). The principle of multimodal static-dynamic biometric information system (MSDBIS) for
identifying personnel by voice and face is reduced to converting the corresponding biometric
characteristics of a person into a vector of biometric parameters I/, presented in a N-dimensional
orthogonal coordinate system (Eq. 3):

V = {v1'v21 "'lvN}lj = L_Na (3)

At the stage of adding a new person to MSDBIS, on the basis of the samples presented to it, the
system forms the biometric standards of this person in the form of vectors V,,;.. and Viace- In subsequent
human calls to MSDBIS, he identifies himself and presents his biometric characteristics in the form of a
vector V. MSDBIS by the identifier of the person calls the corresponding standards V,,,;.. and Vace from
the database of registered users and, based on the comparison of the presented vector J' and available
standards V,p;ce and Vrgce, implements the authentication procedure of this person, which can be built by
various models.

Results and discussion. To classify users, there are two classes of “access” — Vp and “restriction”
Vpr, the classifier can be implemented using only one discriminant function f(V), the sign of which will
determine whether the presented vector V belongs to one of two classes: Vp or Vpg. Moreover, the
distribution areas of the biometric parameters of all those for whom access is “denied” can be considered
in aggregate as the “restricted for all” integral region located around the compact “allow access” region.
Suppose that in the general case, the region of distribution of biometric parameters “access” of a user is
given by a multitude of samples i, consists of L vectors Vp,, i = 1,L normally distributed in the
N-dimensional space of an orthogonal coordinate system, and each vector Vp,i = 1,L is represented by
its N components (Eq. 4):

VDi = {vl, Uz, ey UN},j = 1,—N, (4)
The centre of the distribution of vectors Vp, is at a point (§,$5,...,$y) that is determined by N

mathematical expectations m,, = §;,m,, = &, ..., My, = §y. The central moments of the second order
of the distribution of vectors Vp, form a square matrix of moments (covariance matrix) (Eq. 5):
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Ay Ay Ay
:}“21 Azz /12N’ (5)

0= /Ijk
At Ayy e Ay
where (Eq. 6):

Ak = Ak':M(v'_f')(vk_fk): { GiZj jzk}j»k: LN, (6)
J J S cov{vj, v} j#k

The density function of the normal distribution of vectors V,,i= 1, L has the form (Eq. 7):

N N
1 1
exp _Ez Z Aj (Uj - fj)(vk — k)

f(vlJ UZI LR | UN) =
/(ZH)NdetAjk j=1k=1

where detl;; — the determinant of the covariance matrix Q = Aj,. The coefficients Aj; make up the
matrix A = Ajj, inverse to the covariance matrix Q@ = Aj.
To calculate the coefficients Aj;, the standard formula is used (Eq. 8):

(7

= (=1t Mk
A = (=) (8)
where M, — the minor of the determinant detA;, obtained from it by deleting the j-th row and the i-th
column.

The expression that appears in the exponent of the density function of the normal distribution of
vectors Vp, is a positive definite quadratic form. Surfaces on which this quadratic constant form are

surfaces of equal probability density in N-dimensional space and are hyperellipsoids that are grouped
around a point (&1, &5, ..., &y) (Eq. 9):

N

)

2¢
]=

S )
Ajk (”j - fj)(vk — &) = const
1k=1

Denoting the constant on the right side of expression (9) by k 2 , it is obtained (Eq. 10):

N N
Z z Ajx (v — &) (v — &) = k?
=1k=1

The constant k sets the proportionality coefficient between the lengths @; of the main semiaxes of the

(10)

N| =

hyperellipsoid and the corresponding least square deviations g; (Eq. 11):
a, = kO‘l, a, = ko-z, s, Ay = kO-N, (11)

For an optimal solution to the classification problem from all surfaces of equal probability densities,
it is advisable to choose the one that characterises the scattering of vectors Vp, relative to the point
&1,&4, ..., &y. This surface corresponds to the so-called unit hyperellipsoid, in which the main semiaxes are
equal to the corresponding least square deviations gy, 04, ..., oy. That is, for a single hyperellipsoid k = 1,
expression (11) is converted to the form (Eq. 12):

N N
1
EZ Z Aje (v = &) = &) =1

j=1k=1

(12)

The initial boundary of the “restriction for all” integral region is formed by expanding the “access”
region somewhat. To do this, the tolerance between the “access” and “restriction for all” areas is set in the
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form of a Student coefficient, based on the magnitude of the error of the first kind (probability P1 of a
false rejection for a user who has permission) (Eq. 13):

k = C[Ll' (1 - Pl)], (13)

as a result, a new hyperellipsoid is obtained corresponding to the initial vector scattering boundary V.
The lengths of its semiaxes will be determined taking into account the introduced tolerance as (Eq. 14):

a; = kaj, (14)
Expression (12) is now converted to the form (Eq. 15):
15)

N =

N N
z Z A (vj — &) — &) = k? = {C[L, (1 — P}
=1k=1

The resulting expression (15) is used to form the discriminant function f(V) = 0. In this case, it will
determine the desired dividing surface, and the sign of the function f(V) — whether the input vector
V belongs to one of two classes: “access” or “restriction” (getting into the “restriction for all” area) (Eq. 16):

FV)<0, VeV
V>0 Vew (16)

The identification procedure now reduces to checking whether the vector of biometric parameters V
presented by a user falls into the region described by expression (15). The task of voice identification
remains relevant today. To solve it, various algorithms and methods are used to optimise this process. The
presentation of these algorithms is simple enough for understanding and implementing in the form of an
electronic device.

The Fourier and Hartley transforms turn the time functions into frequency functions containing
information about the amplitude and phase. The graphs of a continuous function g(t) and a discrete one
g(7) are considered, where t and T — time instants. Both functions start at zero, jump to a positive value
and decay exponentially. By the definition of the Fourier transform for a continuous function, the integral
is the entire real axis (Eq. 17), and for a discrete function — the sum with a finite set of samples (Eq. 18):

B (17)
F(f) = f g(t)(cos(ant) —1 sin(ant))dt

— 0o

n-1 (18)
F(v) = %Z g(t) (cos(2mvt) — i sin(2mvt))
=0

where f, v — the frequency value, n — the number of sample values of the function, and i — the imaginary
number.

The integral representation is more suitable for theoretical studies, and the representation in the form
of a finite sum for calculations on a computer. The integral and discrete Hartley transforms are defined in
a similar way (Eq. 19-20):

2 (19)
H(f) = f g(0) (cos(2nft) — sin(2nf))de

15 (20)
H() = - Z g(t) (cos(ZmJt) — sin(vat))
=0

From the Fourier and Hartley transforms, the same information on the amplitude and phase can be
derived. The Fourier amplitude is determined by the square root of the sum of the squares of the real and
imaginary parts. The Hartley amplitude is determined by the square root of the sum of the squares and
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H(—v) and H(v). The Fourier phase is determined by the arc tangent of the imaginary part divided by the
real part. The Hartley phase is determined by the sum of 45° and the arctangent of H(—v) divided by
H(v). For the spectral analysis of the voice of this problem, the fast Fourier transform was chosen,
because the calculation time is saved by reducing the number of multiplications necessary for the analysis
of the curve. When assessing the accuracy of IT biometric identification of personnel, it was found that if

. . f 1 o
to use a unimodal or multimodal system of N = 50001 = 100 (persons), then an organisation system

with a number of personnel: using voice will not miss 48% (FRR) of the personnel who have access, a

person — 6.5% (FRR), multimodal — 3% (FRR), and if an organisation: N = /0—21 = 10 (persons), then

the multimodal system is 33 times more reliable than the unimodal system: voice — 38% (FAR), face —
42% (FAR), multimodal (voice and face) — 1.2% (FAR).

Conclusions. Summarising the results for various identification methods, it can be said that for
medium and large objects, as well as for objects with a maximum-security requirement, the iris and hand
vein recognition should be used as biometric access. For objects with a headcount of up to several hundred
people, access by fingerprints will be optimal. 3D image recognition systems may be needed in cases
where recognition requires the absence of physical contact, or it is impossible to put an iris control system on.

From the calculation of the developed mathematical model of IT personnel identification based on a
set of biometric parameters, it is seen that the smallest 4 function values: 73; 79.5; 86 and 97 in access
technology that uses a combination of voice, face and password. The selected combination of biometric
parameters in the work corresponds to the established extremum of the objective function.

X. T. HryeH', H.T. TOHOHBCKHﬁZ, T. A. .JIe', A. B. Mokmanmes>

"BrerHam OpT Kayilci3airi yHuBepcuTeTi, XaHoi, BreTHaMm;
*Peceit TXKM MeMmiekeTTik OpTKe Kapchl KbI3MET akazneMusichbl, Mackey, Peceii

BUOMETPUKAJBIK KOJDKETIMIALIIK )KYHUECI HETT3IH/E TYTIHII OPBIH-)KAVJIAH
KBI3METKEPJIEP/II TABY )KYHUECIH KAJIBIIITACTBIPY

AHHoTauus. 3amMaHayn YHBIMAapIa KbI3METKepiep opJaibIM ©3/epiHiH JKYMBIC OPBIHIAApPBIHAA OTBIPMAMIBI,
ColiKeciHIle, TOTEHIIIE JKaFaai TybIHIaFaH/a ojapFa Kayin TeHeai. KynusuiblIbIK peKuM MeH KOMMEPIHUSIIBIK KYITHSsI-
HBI CaKTall Kaly HHEeTiHe OalJIaHBICTHI OpBbIH-)Kaia IIYFBUI KOMEK KOPCeTy KbI3METIH YHbIMIACTBhIPy aca KHUBIHFa
COFaThIH OipKaTap >KarJasTTaplblH OpPbIH aJIaThIHIBIFEI Oenriii. ByaaH e3re, )KyMbIC OpbIHAAPBIHIAFBI KYMbBICIIBI
KO3FaJIbIChIHA LIEKTEY KOK0 JKyHeciHe OHMIPICTIK TOPTINTI cakTay MakcaTblHIa OacUIbUIBIK TaparblHAH MIEKTEeY
KOUBUTYBI MYMKiH. 3epTTEy KYMBICHIHBIH JKaHAIIBUIBIFEl — OPTTI HEMECE ©3T¢ TOTCHIIIE JKaFIaii/ibl aHBIKTAY JKYie-
CIH KOJIIaHFaH Ke3/1€ OHBIH TeKcepic KyHeciMeH »oHe KOJDKETIMIUIIKTI ylecTipyMeH Kipiryi WHTerpauusuiaH-raH
KOJDKETIMIIUTIK KYHECiHIH KOJIaHBICBIHA HETi3/eNe alaThiHABFbIHAA. [lapTThl KODKETIMALTIK XKYHECiH KOJIaHFaH-
Jla KbI3METKEp XKYMBICHIHIA Oenriyli Oip TEeXHOJOTHSUIIBIK KOMIUIEKCTEp KY3ere AacBIPBUIFaH JKaFmaiia oJapblH
Ti3IMIH QJJeKaiia JKpUAaM alTyFa jKOHe KayilTi )KbUIIaM aHBIKTayFa MYMKIHIIK OepeTiHAIriH aBTopiap alKbIHAAI
KepceTkeH. bopiHeH OyphIH ToTeHIIE KaFqall Ke3iHae opeKeTTepai Ooinkay MEH TipKey JKYHeCiHiH MIapTThl KOJDKETIM-
JIITIK KyHeciMeH KYPbUIbIMIBIK HHTETPALUSIIAHY bIHBIH KQKETTI 36PTTeY HKYMbICBIHBIH MaHbI3/IbLIbIFbIH AHBIKTAN/IbL.

ATaNMBIII COMKECCI3MIKTEpiH ajAbH adyFa MYMKiHAIK OepeTiH YJTiHi KOJJaHyFa YCHIHBUIFaH. buomerpu-
KaJbIK KYPBUIFbUIAPIbI KETUIAIPY apKbUIbl ONapIblH OHEPKICINTEeri KOJJIAHBICBIH FaHA €MeC, OIepalusIIap/ bl
OHJIaliH OpBIH/AY, OAaHKOMAT IIeH cay/ia )KadIbIKTapblHa KOJDKETIMIUTIK, YITre Kipil-IIbIFy jKoHE T.0. )KeKellle CeKTop-
Jla Jia aliiarbl yakpITTa KOJIaHFaH7a Oalikayra Oosanpl. BuoMeTpuKanblK akmaparrapsl KOpFay TEXHOJIOTHSIIAPHI
aJaMJIbl aHBIKTAIl, TAHY MaKCaTBhIHAa OHBIH TYPJIi TapaMeTpIICPiH NaianaHasl. bBuoMerpus agaMaapabiH KeKe-1apa
CUTIaTTaMacChIH MaifaliaHa OTBIPBIN HICHTH(UKAIUAIAY HETi3iHAe OJIAPIBIH aKMapaTka KOJDKETIMIUTIK KYKBIFBIH
aHBIKTAy YIUiH KOJJaHbLIabl. ToxkipnOe >Ky3iHIEe KOJIaHBLIBII XKYPreH QMICTEp.iH INNHAEri eH ceHiMui omic —
KO3[iH TOpJbI KaOBIFBIH cKaHepiey oici. COHABIKTaH Ja OHBI ©Te KYNUSIAHIBIPBUIFaH OOBEKTUIepre KOJDKETiM-
IUTIKTI OaKpIIay JKyHenepinae Konganansl. MyHai xylenepii KOMAaHy IbIH Tapary IeHreii a3 0oIFaHabIKTaH 0y3y
opeKeTTepiHiH 00Ny BIKTUMAJABIFEI a3. JlereHMeH KemmIimiri me 6ap, ochbl oMICTi KOJAAaHATHIH JXyiie Oarachl eTe
xorapsl. JTHK (ne3oxkcuprOoHyKIenH KBIIIKBUIB) Ti30eTiHAer1 HyKJIeOTHI KOMOMHAIMACH! Ke3 KeJTeH Tipi KapaThl-
JBICTBIH Te€HETHKaNbIK KoAbiH Kypaiasl. JJHK-ubl npentndukauusnay agam JJHK-cein Gaxputay yoricinin JJHK-
CBIMEH CaJIBICTBIPY apKbUIBI XKYypeni. Jlereamen Oyrinae Oy oic agamMabl HACHTHUKAIISIIAY YIIIH KPUMUHATHUCTH-
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KaJa FaHa )Ky3ere acKaHBIMEH, IEPEeKTepi KOpFay KyHenepiHae KhIMOATTBUIBIFEI MEH KaOIbIFBIHBIH KYPICSTiIiriHne
OaifaHbICTHI KeH KOJIIAHBIC TallllaFaH.

ATarFaH TEXHOJOTHS callachlHa JeTeH CEHIMIUTIKTI KO3IiH MmAaThIpiia KaOBIFBIH HICHTU(UKAIUIAYMEH
canpIcThIpyFa Oonansl. KeitOip aypy TypsiepiHiH ocep eTyi, aran aiiTkaHna, apTpUT KeMUIUTIriHe caHanaubl. APThIK-
HIBUTBIFBL, JIOJIIr JKOFaphl, KaTThl KbIMOAT emec >kaOAbIK. MoceseH, OeT-onmeTTi ailbIpblll TaHy Hemece KO3MiH
HIaThipiIa KaObIFbl OOMBIHINA TaHY 9JICTEpiHE KaparaHzaa >kal0/bIFel ap3anbipak. «Fujitsu, Veid Pte. Ltd.», «Hitachi
VeinlD» koMnaHusuiapbl anmnaparThlK JKoHE OaFiapiaMaliblK jkacakramanbl a3ipneini. «Hitachi» kommaHusichr
«Finger Vein» xyieciH mbiFapyia, MyYH/a aJaMHBIH Ke3 KCJIT'eH CaycaK KOKTaMbIPJIAPBIHBIH KeCKiHI KOJIaHbLIA IbI,
cebebi caycakTarbl JKOHE ajaKaHJarbl KOKTaMBIPJIApbl KOJJIAH jkacay MyMKiH emec. byn skyiteniH FRR 0.01%
Kypaiinsl, an FAR — 0.0001%. MHppakb3pul KamMepa apKbUIbl ajlbIHFAH OET-oJIIETTIH TepMOTpadUKalblK CypeTi
CYMEKTIH TBHIFBI3JBIFBI, Mail MCH TaMbIpiiapra OalIaHBICTBI OOJBIN KEJEIi XKoHE oTe Japa Oenri OO CaHaTajbl.
Byn onictiH monairi eTe >koFapsl, TINTEH €Ti3fepi e axblparyra Oonaipl. ATaJIMBIII dic KOCMETHKA, OeT apiey,
TUTACTHKAITBIK XUPYPTHAFa TOYENIi eMec )KOHe KaJPAbIH ap KaFbIHAH J]a alBIPBIN TaHyFa MYMKIH/IK Oepei.

UtTiH amamabpl wic apKeUIbl TaHybl OypeiHHaH Oenrimi. ByriHne wmic ynrirepiH >KuHayFa jXKoHE NaiibIHIayFra
apHaJFaH XKyHenep/i jkoHe ce30eK >KUBIMBIHAH KelTeH NaOBUIIRl OHJACYTe apHaIFaH MPOIeCCOPABl KAMTUTHIH HiC
Ce3eTiH «AIEKTPOHABIK MYPBIH» Jia d3ipieHyne. [lereHMeH aTainraH d3ipiiemMenep TOKIipuOe xy3iHae a3ipre Kosja-
HeIIMaiasl. JKoFapbiia atainFaH oJicTep CTAaTUKAJIBIK OONBIN caHalaabl, afaMIapAbIH YaKbIT ©Te Kele o3repMenTiH
(DU3HONOTHSUTBIK  [TapaMeTpiiepiH MaimagaHangsl. bygapmaH e3re agaMHBIH Japa MIHE3OIK CpPEKIIeTiKTepiHe
HETI3MIeNINeH TUHAMUKAJBIK oaictep ae Oap. Onmapra naybic OOWBIHIIA WACHTUGUKAIMSIAY, KOMBUIFAH KOJI apKbLUIbI
NepHeTaKTa a KOJIMEH a3y, MHUJIBIH OMOAIEKTPIIK OeJICeHAUTIr apKbulbl WACHTH(UKANUSIIAY KaTaubl. AJaMIIbl
KAIIBIKTHIKTaH JKOHE KAAPJABIH ap JKaFbIHAH aWBIPBII TaHyFa MYMKIHAIK OepeTiH omicTepAiH Oipi — NayBICTHIK
naeHTnuKanusuiay. bip apTHIKIIBLUIBIFEI — aTajJMbII SMICTIH ap3aHIbIFbl, ce0ebi Oy Kasipri yakblTTa OapibIK
KOMIBIOTEpAEri MUKPO(QOH MeH IBIOBICTHIK KapTaHbl FaHA KaKET eTeli KOHE WIeHTH(UKAUsUIay Ke3iHJe
TICHXOJIOTHSITBIK, JKAaHCHI3IBIK 00MMaysl Kepek. JaybICThl HAeHTH(PHUKANNIIAY Ke3iHAe ABIOBIC BIPFAaFbl, MOIYJISIINS,
WHTOHAIIHS XKOHE COJI ceKinmi Oacka ma Oenrinep Tanganaapl. CoFaH KapaMmacTaH, OYT 9ICTiH CeHIMIUTIK TTeH A9JIIK
ZleHreiti )KoFrapsl eMec, cebebi Taybic aJaMHBIH JICHCAYIBIK KaFaalbl MEH MiHe3iK (akropnapra Toyenmi. JaysICcThl
alflbIpbINl TaHy TEXHOJIOTHSACHIH d3ipyeyiiiiepaiy Oipi — «TUIMIK TEXHOJOTHsUIAp OPTANBIFBD) IKAyarKePIIUIri
IIEKTEYJi KOFaMBI.

Tyiiin ce3nep: opr, i3xecTipy, agamuap, yiri, KODKETIMALTIK.

X. T. Hryen', H. I'. Tonoasckwnii’, T. A. JIe', A. B. Mokmanues’

lyHI/IBepCI/ITeT [oxxapnoit bezonacnoctu Bretnama, XaHoi, BeeTHawm;
*Akaziemus I'ocynapcTBeHHO# IPOTHBONOXKApHOIL cyk6bl MUC Poccuu, Mocksa, Poccust

®OPMHUPOBAHUE CUCTEMBI OBHAPYKEHUSA ITIEPCOHAJIA B IOMEIIEHUSX C
SAABIMJIEHUEM HA OCHOBE BUOMETPUYECKHUX CUCTEM JJOCTYIIA

AHHoOTauMsl. B coBpeMEeHHBIX OpraHu3aLiaX EPCOHAI He HAXOJUTCA Ha CBOeM pabodyeM MecTe IOCTOSHHO U,
COOTBETCTBEHHO, B Cllyyae BO3HMKHOBEHHs YpE3BBIYAHOI CHUTyalMu eMy Ipo3HT omacHOCTb. CyllecTByeT psf
CUTYallWid, B KOTOPBIX JIOCTYI J[a)K€ SKCTPEHHBIX CIIy>KO B IMOMEIEHHsI OYeHb CJIOXHO OPraHM30BaTh M3-3a PEKHMaA
CEKPETHOCTH M JKEJIaHHs COXPaHHTh KOMMEpUecKylo TaiiHy. Kpome Toro, cucrema OrpaHuueHHs] HEPEIBIIKCHUS
pabo4Mx Ha CBOMX MECTaX MOXET ObITh OYEHb OI'pAaHHYEHA CO CTOPOHBI PYKOBOJICTBA B IEJISIX MOJICP KaHHS ITPOH3-
BOJICTBEHHOH IUcIMILIMHBL. HOBM3HA HCClieoBaHMsI ONpENesieTesl TEM, YTO MIPU UCIIOIb30BAaHUN CHCTEMbI 0OHapy-
JKeHHUsI TI0Kapa WIN APYroil upe3BbMaiHON CHUTyallMd €€ WHTETpalys ¢ CUCTEMOH IPOBEPKH W paclpelesiCHUs
JOCTyIIa MOKET ObITh OCHOBAaHA HA MCIOJNB30BAHWN MHTEIPHPOBAHHBIX CHCTEM JIOCTYyIA. ABTOPHI OKA3bIBAIOT, YTO
UCIIOJIB30BaHKE CHCTEM YCIOBHOTO JOCTYIIA ITO3BOJISIET B Oo0jiee OBICTPOM TEMIIE MOJIydYaTh CIHCKH COTPYIHHUKOB H
BBISBIISITD YIPO3BI, €CIH B UX PabOTe UCIONB3YIOTCS ONpeleleHHbIe TEXHOJIOTHYEeCKHe KOMIUIEKCHI. [IpakTudyeckas
3HAQUUMOCTh HCCIICOBaHUS OIIPENEIeTCs, MPEXAE BCEro, HEOOXOMUMOCTBIO CTPYKTYPHOH HHTETpallid CHCTEM
YCIIOBHOT'O JOCTYIIA U CHCTEM PETHCTPALIMU U IPOTHO3UPOBAHMS ACHCTBUI B UpE3BBIYAHHBIX CUTYALHSX.

Ipemyaraercs MCIOIB30BaTh MOJENb, IO3BOJIAIONIYIO YCTPaHHTh MOJOOHBIE pazanuus. C yiaydlIeHHeM
6I/IOMeTpI/I‘leCKI/IX yCT’pOﬂCTB MOXHO OXXHJAaTb UX UCIOJIB30BaHUA HE TOJBKO B IMPOMBINUICHHOCTHU, HO U B YaCTHOM
CEeKTOpe — JUIsl IPOBECHUS OHJIalH-ONepalyii, 10CcTyna K 0aHKOMaTaM ¥ TOProBOMy 00OpYOBaHHUIO, BXOZA U BBIXO-
Jla U3 JIOMOB M MHOTOTrO Jpyroro. TexHOJIOrHH 3amuThl OMOMETpUYECKOW MH(MOPMAIMK HCIOJB3YIOT pa3INn4HbIC
rapaMeTphl YeJIOBeKa C IIEJIbI0 €ro ayTeHTU(HKAIMKA. bruoMeTpus ucronb3yeTcst At OnpeiesIeHHs ITpaBa JIIoeH Ha
JIOCTYN K MH(GOPMAIMU Ha OCHOBE MX MICHTH(UKAIMK C WCIOJIB30BAHUEM HHIMBHIYAJIBHBIX XapaKTEPUCTHUK Teia
oTHX Jroneil. CaMblii HaJe)KHBIN M3 MPAKTUUECKH PEaTN3yeMBbIX METO/I0B — METOJ| CKaHMPOBAHMS CETYATKH IJIa3a.
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ITosTOMy €ro MCHoNIB3yIOT B CHCTEMAaX KOHTPOJSI AOCTYIA K CHIIBHO 3aCEKPEUCHHBIM O00OBEKTaM. B cBs3M ¢ HM3KHM
YPOBHEM DPAacIpOCTPaHEHHS TAKMX CHUCTEM MOMBITKH B3JIOMa MalOBEpOsATHbL. HO HemocTaTkoM SBISIETCS BBICOKAs
CTOMMOCTh CHCTEM, HCIONB3YyIOmMX 3ToT Meroa. KomOwmnamus nykieotumoB B unerm JHK (mesoxcmpubo-
HYKJICHHOBAsl KMCJIOTA) COCTABISIET FEHETHYECKUi Ko Jitodoro xuBoro cymecrsa. Mnentudukanus JHK nposo-
mutca nytem cpaBHenus JJHK gemosexa ¢ JIHK xoHTpombHBIX 00pa3moB. Ho cerogHs 3TOT METOX HCHOIB3YeTCs
TOJIBKO [UIsl NACHTU(UKANNY YeJIOBeKa B KDUMUHAINCTHKE, @ B CUCTEMAaXx 3aIlUThl HH(YOPMALIMK OH €Ie HE NMpHUMe-
HSUICS M3-32 IOPOTOBH3HBI U CIIO)KHOCTH 000PYIOBAHHSI.

DTa TEXHOJIOTHS CPaBHMMA IO HAISKHOCTH C WACHTH(HKAIMEH pamayXHOM o0oiouku ria3a. HemocraTtok —
BJIMSIHME HEKOTOpBIX 3a00jeBaHHM, B YacTHOCTU apTpHTa. M mpenMyliecTBO — MeHee oporoe o0OpyHOBaHUE C
BBICOKOI1 TOYHOCTBI0. Hanpumep, o6opynoBaHue JeleBiie, YeM sk METOIOB PACIO3HABAHUS JIUILL MIIH 110 PaIy KHOU
o0oJouke Tia3a. AnmapaTHoe M MporpaMmHoe obecrieueHne pazpabareiBatoT komnanuu «Fujitsu, Veid Pte. Ltd.»,
«Hitachi VeinlD». «Hitachi» Beimyckaer cuctemy «Finger Vein», B KOTOpo HCHOIB3yeTCsl H300paXKeHUe BeH JTr000-
TO Tanblia YeJIOBEUECKOTO Maliblia, MOCKOJIbKY BEHBI Ha MaNblle, a TAKKE Ha JIAZOHW HEBO3MOXKHO moxnenars. FRR
370 cuctemsl cocrasiser 0.01%, a FAR — 0.0001%. Tepmorpadudecknii CHUMOK JHIIa, TTOJYyYEHHBII C TTOMOIIBIO
nH(ppakpacHOW Kamepbl, 3aBUCUT OT IUIOTHOCTH KOCTEH, JKHpa W COCYNOB U SIBISIETCSl CyTry0O WHAWBHIYaJIbHBIM
npu3HAaKoM. TOYHOCTB 3TOrO METOJAa OYeHb BBICOKA M IIO3BOJIIET OTIMYUTH AaXke OJMM3HELOB. JTOT METOI He
3aBHCHT OT HCIIOJIb30BAHUS KOCMETHKH, MAaKUsKa, INTACTUYECKON XUPYPTHU U MO3BOJISIET Y3HABATH 33 KaIpOM.

Crioco6HOCTh cobaK y3HABATh JIOACH IO 3amaxy n3BecTHa AaBHO. CeromHs yxe pa3pabaThIBacTCs «3JIEKTPOH-
HBI HOC», KOTOPBIH COJEPXKUT CUCTEMbI JJisi cOopa 0o0pasloB 3amaxoB W UX NOATOTOBKH, MATPUIIBI JAaTYHKOB,
KOTOpbIe OyIyT BOCHPHUHMMATH 3allaxd, M IpoIeccop it 00pabOTKM CHrHAJIOB OT MaccMBOB natyMkoB. Ho 1o
MIPAaKTHYECKOTO BOIUIOLIEHHS 3TH Pa3padOTKH elle JajeKH. BHIIeynoMsIHyTbIe METObI SIBISIOTCSI CTATHYECKUMH,
UCTIONIB3YIOT (DPU3UOJIOTHYECKHE TapaMeTphl YeIOBEKa, KOTOphIE HE MEHSIOTCS €O BpeMmeHeM. [loMuMo HUX
CYLIECTBYIOT JUHAMHYECKHUE METO/bI, OCHOBAaHHbIE HAa WHIMBHIYaJIbHBIX IOBEICHYECKNX OCOOCHHOCTSIX YEIOBEKA.
K HuM oTHOCSTCS MAEHTH(UKANKS 110 TOJIOCY, HACHTU(HUKALINS C TOMOLIBIO TTOAIICH, TI0 MTOYEPKY Ha KIaBHATYE,
10 OMO3IEKTPUIECKON aKTUBHOCTH Mo3ra. OJTHIM U3 METOJIOB, MMO3BOJISIOIINX PACHIO3HATD YEIOBEKA Ha PACCTOSTHUN
W 3a KaJpoM, SBISIETCSl rosocoBast uaeHTn¢ukanus. [Imocel — memeBu3Ha 3TOro Meroja, Tak Kak HEOOXOAWMBI
TOJBKO MHUKPOGOH M 3BYKOBas KapTa, KOTOpbIE celdac eCTh Ha KaKAOM KOMIIBIOTEpE, M OTCYTCTBHE IICHXOJIO-
rudeckoro auckomopra npu naeHtudukanud. Bo BpeMs HIeHTH(OHUKALMN ToI0ca aHAIU3UPYIOTCS BBICOTA 3BYKA,
MOJYJALYSI, THTOHAIMS U TOMY 1o00Hoe. Ho HaZexHOCTh 1 TOYHOCTh 3TOI0 METO/]a HEBBICOKA, BEb IOJIOC MOXKET
3aBUCETh OT COCTOSIHUS 310pOBbsl U TOBeleHYecKuX (haktopoB. OOHUM M3 pa3pabOTYMKOB TEXHOJOTMH paclio3Ha-
BaHMs ToJioca siBisiercst OOIIECTBO ¢ OrPAaHUYEHHOM OTBETCTBEHHOCTBIO «LIEHTp S3BIKOBBIX TEXHOJIOTHIAY.

KioueBsie ciioBa: 1noxap, po3bICK, JIFOAU, MOJEIb, JOCTYII.
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